EU-Korea Security Relations

This book provides an original examination of current European Union
(EU)-Republic of Korea (ROK) security relations.

It brings together analysis and original material on relations in the fields
of nuclear non-proliferation and disarmament, cyber-security and data-pro-
tection, space policy and technology, and preventive diplomacy and crisis
management. These represent areas of particular interest to examine the
extent to which the EU and ROK are able to successfully or otherwise coop-
erate. Relations between the EU and the ROK have been growing in quan-
tity and quality over recent years. Alongside the economic dimension, the
political and security elements of the relationship have shown promise for
further collaboration between the two sides, not least within the context of
North Korea’s nuclear threat and East Asia’s wider evolving security envi-
ronment. All contributors are leading experts in their respective fields and
each chapter is co-authored by a European and Korean expert for a balanced
assessment.

The volume will be essential reading for students, scholars, and policy-
makers interested in EU-Korea relations, EU foreign policy and security,
Area studies, and, more broadly, to EU politics studies, security studies, and
international relations.

Nicola Casarini is a Senior Fellow at the Istituto Affari Internazionali,
Rome, Italy.
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Introduction

Nicola Casarini

Relations between Europe and Korea have developed at a dramatic pace
since 24 July 1963, when the Republic of Korea (ROK — or South Korea)
established official diplomatic relations with the European Community.
The establishment of the European Union — following the signing of the
Treaty of Maastricht in 1992 — and the democratization process occurred
in South Korea with the election of Kim Young-sam, the country’s first
civilian president in 30 years since 1962 — opened up new possibilities for
Brussels—Seoul cooperation. On 28 October 1996, the two sides adopted
the “EU-Korea Framework Agreement” and the “Joint Declaration on the
Political Dialogue,” transforming their relationship into a comprehensive
cooperation system encompassing policy areas as various as trade, econom-
ics, culture, science, and technology.

During the 2000s, important developments occurred in Europe and South
Korea. The entry into force of the Treaty of Lisbon on 1 December 2009
gave the EU new foreign policy instruments and established the European
External Action Service — Europe’s diplomatic service. In South Korea,
democracy became firmly established with progressive presidents — Kim
Dae jung and Roh Moo-hyun —replaced by Lee Myung-bak, a conservativ
president committed to increasing South Korea’s visibility and influence
in the global scene. These developments led the EU and South Korea to
upgrade their ties to a Strategic Partnership in 2010.

The two sides signed a Free Trade Agreement (FTA) — applied since
2011 and formally entering into force in 2015 — a Framework Agreement —
that entered into force in 2014 — and a Crisis Management Participation
Agreement that entered into force in 2016. These agreements cover the
key areas of politics, trade, investment, and security. They also offer the
two sides with the opportunity of further collaboration in the area of North
Korea issue management. The EU has taken the lead in international efforts
to promote human rights in North Korea and remains one of the only outside
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2 Nicola Casarini

parties to maintain a continuous presence on the ground in implementing
humanitarian assistance.

South Korea is the only country in the world with which the three
abovementioned agreements — the Framework Agreement, the Free Trade
Agreement, and a Crisis Management Participation Agreement — have
entered into force, highlighting the importance that the EU accords to its
relationship with Seoul. Indeed, these agreements have served to establish
or reinforce a host of bilateral dialogues on a wide range of issues, in par-
ticular in the areas of traditional security threats — such as non-proliferation
and disarmament — as well as nontraditional security issues such as cyber-
security and data protection. The agreements have also served South Korea
to join EU counter-piracy missions and crisis management operations;
potentially, the same could happen with peacekeeping and peacebuilding,
as well as space policy and technology. Brussels and Seoul are thus com-
mitted to improving their bilateral relationship in security-related fields of
policy that now top the EU-ROK agenda.

On 30 June 2020, South Korea and the EU held a video conference
meeting involving ROK president Moon Jae-in, European Council presi-
dent Charles Michel, and European Commission president Ursula von der
Leyen to highlight the importance of the bilateral relationship as both sides
celebrated the tenth anniversary of their Strategic Partnership. The meeting
also served to emphasize South Korea and the EU’s commitment to interna-
tional cooperation in the face of the COVID-19 pandemic.' The two sides
pledged to strengthened response capacities and enhanced information
sharing through the coordination between the respective health authorities
and centers for disease control; as well as mutual support to ensure access
to medical products and cooperation in the research and development of
vaccines and medicines. This form of health security cooperation will be
undoubtedly facilitated in the coming years by the quantity and quality of
ties that the EU and Korea have already established in the areas of tradi-
tional — as well as nontraditional — security.

This book offers for the first time an in-depth analysis of EU-Korea
security relations, placing this analysis in the wider context of the evolving
security dynamics in East Asia, and the role of the EU in promoting peace
and security in this distant but increasingly important part of the world.

The volume

The academic literature has focused mainly on the economic dimension of
EU-Korea relations. This is undoubtedly a central aspect of the partnership,
especially after the signing of the FTA in 2011. But while EU-Korea coop-
eration in political and security-related fields of policy has been fostered
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in recent years, the literature has somehow failed to keep pace with these
developments. Only a few works have extended to other areas than trade
and economics or focused on an overview of the implementation of the
EU-Korea Strategic Partnership, including some security elements and the
question of sanctions against North Korea.? This volume intends to contrib-
ute to this field of inquiry by presenting original research into four security
areas selected for their relevance, timeliness, and potential for advancing
the EU-ROK Strategic Partnership in light of North Korea’s nuclear threat
and the evolving security environment in East Asia. The four security areas
under investigation in this volume are:

Nuclear non-proliferation and disarmament;
Cyber-security and data protection;

Space policy and technology;

Preventive diplomacy and crisis management.

B W N -

These security areas represent interesting cases to examine the extent to
which the EU and ROK are able to cooperate. The contributors have identi-
fied and explored the reasons why the EU and ROK have been able to col-
laborate in some sectors (i.e. non-proliferation and disarmament) but have
struggled in others (i.e. space policy and technology), notwithstanding such
formal commitment to cooperation as the 2006 EU-ROK agreement on the
joint development of Galileo, Europe’s global navigation satellite system.

Besides contributing to the field of Europe—Korea studies, this volume
seeks to advance theoretical perspectives on security studies in general and
regional studies (East Asia) in particular, by focusing on cooperation in
traditional — as well as nontraditional — security issues between two soft
powers that have a military alliance with the United States. For instance,
besides the adoption of harsher sanctions against the North Korean regime,
the EU has supported South Korean efforts at dialogue and reconciliation
with the North. ROK President Moon Jae-in’s engagement policy with the
DPRK has been openly opposed by the Trump administration for fear that
it could weaken the policy of “maximum pressure” imposed by the US-led
international community on Pyongyang. Nonetheless, Moon’s administra-
tion continues to promote the inter-Korean dialogue anc it onciliation pro-
cess, backed in this effort by the EU, which also supports . ional initiatives
such as trilateral cooperation — North East Asia’s most important — and so
far only — dialogue forum, which aims to advance regional cooperation and
trust building. The volume shows thus that US allies are able to cooper-
ate among themselves independently, even on issues that have implications
for US national security. These topics have been largely overlooked in the
security studies literature.
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4 Nicola Casarini

Finally, this edited collection provides readers with a better understand-
ing of what kind of security actor the EU can be in East Asia, shedding new
light on EU foreign policy in a broader sense. A large body of scholarship
has examined US foreign and security policy in East Asia.>* However, the
role of the European Union in East Asia’s security affairs has received far
less attention* — and this notwithstanding Europe being an important trad-
ing power in the region. Economically speaking, the EU is in fact as much
important as the US in East Asia.

The EU has been criticized for being unable to play power politics in the
Far East, also due to shrinking capabilities and deepening fragmentation.’
Europe is mainly perceived as a civilian actor endowed with a formidable
set of soft power capabilities. However, in the last few years, East Asia has
become very important for Europe’s prosperity and well-being, leading the
EU and its member states to step up their involvement there. By focusing
on the case-study of EU-Korea security relations, this volume aims thus to
improve our understanding of the EU as a security actor in East Asia.

Approach and methodology

The focus of this study is on EU-ROK security relations, rather than on the
security relations of individual EU member states with South Korea. While
recognizing that certain EU member states have a longer and better-estab-
lished security engagement with the ROK than the EU does, an analysis of
those respective bilateral security relations would not provide a full account
of what EU-ROK security relations entail in scope or degree. The volume
therefore concentrates predominantly on the EU as the main level of analy-
sis while incorporating, where appropriate, the role of member states.

There is already a conspicuous amount of literature on the subject, and
this volume contributes to it by advancing the argument that it is indeed
possible to keep the two levels separate, in particular in the four security
areas under investigation. This can be explained by the distance factor — in
other words, EU member states seem willing to allow the EU to act on their
behalf in distant and difficult parts of the world, as in the case of the Korean
Peninsula.

Each contribution — excluding the introduction and the first chapter — is
written by a European expert and a Korean expert for the assessment of
the individual security dimensions under consideration. The European and
Korean experts involved in the project have initially conducted research on
the topics autonomously and then exchanged the papers. Subsequently, the
authors have merged their findings into a single document, which includes
both the Korean and European perspective for each of the considered
security areas. This is the first time that this has been done with regard to
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EU-Korea relations. Previous attempts have been limited to EU-China and
EU-Japan relations.®

Overview of the contributions

Chapter 1: EU-Korea relations in the context of EU security policy
in East Asia

This chapter, authored by Nicola Casarini (Senior Fellow at the Istituto
Affari Internazionali, Rome and Fellow at the Wilson Center, Washington
D.C.) addresses the flawing questions: vt conditions have allowed the
EU and South Korea t d< velop their bila security ties? Has the Trump
administration’s transactional foreign policy toward its allies helped in
bringing Brussels and Seoul closer on security matters? What are the differ-
ences between Europe’s security policy in East Asia and that of the United
States?

The chapter begins by examining US foreign and security policy in the
region, including an assessment of Trump’s transactional foreign policy
toward South and North Korea. The subsequent section presents the con-
tours of EU security policy in East Asia. The last section discusses the dif-
ferences between the EU and US regarding the question of Korean security,
including their implications for the future development of EU-Korea secu-
rity relations.

The author argues that US and EU policies in East Asia, in particular
with regard to Korean security, show some similarities, but also important
differences. US President Donald Trump has actively tried to improve rela-
tions with North Korea, hoping in this way to end Chinese influence over
the country. US policy toward North Korea seems to be driven by its inter-
est in maintaining its power position in East Asia. Pyongyang has become
a useful fodder for the US to keep its military presence in the area without
antagonizing China. Yet, this functioned well with conservative govern-
ments in Seoul. The election of President Moon Jae-in in 2017 has led South
Korea to diversify its almost exclusive reliance on the US so as to hedge
against Trump’s transactional foreign policy toward Washington’s allies.

The above tensions are compounded by diverging views between
US President Donald Trump and ROK President Moon Jae-in. Since his
election on 10 May 2017, the ROK President has declared on a number
of occasions his commitment to engage North Korea, as well as promote
regional cooperation and trust building. The US has given a lukewarm
reception to Moon’s engagement policy with the North, as well as Moon’s
plans for strengthening South Korea—China—Japan trilateral cooperation
and resuming the Six-Party Talks. While the Trump administration has
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6 Nicola Casarini

consistently downplayed — if not overtly opposed — South Korea’s initia-
tives toward regional reconciliation and trust building for fear of undermin-
ing Washington’s system of alliances in the area, the European Union has
given full backing for President Moon’s engagement policy with the North.
Trump has made clear his preference for bilateral relations, as well as his
distrust for multilateralism and regional cooperation. The EU, on the other
hand, has become the staunchest international supporter of the process of
trilateral cooperation based on the annual Trilateral Summit of the heads
of state and government of China, Japan, and South Korea — a move made
easier by the fact that the EU is untrammeled by binding military alliances
in the region. This major difference on Korean security between the Western
allies has implications for the Brussels—Seoul Strategic Partnership.

In the conclusion, Nicola Casarini maintains that EU-Korea security
relations have been developed in the context of three interrelated dynam-
ics: (1) the deterioration of the security environment in East Asia in the last
years, also due to North Korea’s nuclear and missile threats; (2) the commit-
ment by the EU to step up its engagement with East Asian nations and con-
tribute to Korean security; (3) US President Donald Trump’s transactional
approach to foreign policy which is leading Washington’s East Asian allies,
including South Korea, to building up their military capabilities while also
reaching out to other international partners such as the EU. While the con-
tent and modalities of EU-Korea security cooperation may vary over time,
the general trends outlined above indicate that this form of collaboration
between US allies is here to stay and has potential to increase, in particular
if the United States continues the transactional foreign policy initiated by
the Trump administration.

Chapter 2: Non-proliferation and disarmament

This chapter, co-authored by Ramon Pacheco Pardo KF-VUB Korea Chair
at the Brussels School of Governance and Reader in Ii' ("1 hational Relations
at King’s College, London ) and Jina Kim (Research i c.low at the Korea
Institute for Defense Analyses and Adjunct Professor at Yonsei Graduate
School of International Studies, Seoul ) addresses the following questions:
vhet are ROK and EU priorities on non-proliferation and disarmament?
VWEt is the current state of EU-ROK cooperation on these issues, also in
light of North Korea’s threat? Which concrete initiatives have been taken so
far? And what are the prospects for future EU-ROK collaboration on non-
proliferation and disarmament?

The two authors compare the perspectives of the European Union and
South Korea on non-proliferation and disarmament, examining poten-
tial areas for cooperation. In the first section, the chapter examines the


nicol
Sticky Note
Please insert: ( - it should be: (KF-VUB...

nicol
Sticky Note
Please use capital letter: What


Introduction 7

significance of nuclear non-proliferation and disarmament for the EU in
light of building effective multilateralism, promoting a stable regional envi-
ronment, and tightening cooperation with partners. In the second part, it
explores South Korea’s view on the dilemma caused by the pursuing denu-
clearization and disarmament, explaining lessons learned from the history
of inter-Korean dialogue on military confidence building, and offering pros-
pects of future talks.

Ramon Pacheco Pardo and Jina Kim argue that nuclear non-prolifera-
tion and disarmament cooperation is one of the cornerstones of the security
relationship between Korea and the EU. North Korea’s nuclear program
and proliferation activities to the Middle East help to explain the interest
that Brussels has in dealing with this issue. From a European perspective,
Pyongyang’s nuclear activities are as much of a threat to the international
community and its strategic partner (South Korea) as they are to the EU.
Considering the instability in the Middle East and weak diplomatic relations
with many countries in the region, it makes sense for the EU to focus on the
source of this problem rather than on recipient countries.

From South Korea’s perspective, negotiations with North Korea will be
a long journey because there are so many obstacles to be cleared in the way.
In order to keep the momentum of engagement with the North and ensure
that international coalition to prevent North Korea from walking out of
talks, a mechanism of multilateral efforts must be sought after. Considering
lessons learned from the European case, cooperative works between South
Korea and the EU is much needed in areas of building a denuclearization
roadmap, implementing confidence building measures, and strengthening
control over strategic trade until the goal of denuclearization is achieved.

Starting from 2016, the EU has cooperated with South Korea on sanctions
and the continuous implementation of the Proliferation Security Initiative
(PSI). However, the two authors argue that the two sides can improve coop-
eration on these issues by strengthening the International Atomic Energy
Agency (IAEA), building on and upgrading bilateral links, and improving
communication channels. These will be particularly important if Pyongyang
takes steps toward denuclearization, proliferation becomes less common or
even ceases, and the main concern is to ensure that North Korea’s nuclear
program does not become an issue again in the future.

Chapter 3: Cyber-security and data protection

This chapter, co-authored by George Christou (Professor of European Politics
and Security at the University of Warwick, UK) and Ji Soo Lee (Lecturer at
at the Hankuk University of Foreign Studies, Seoul) addresses the follow-
ing questions: vwhat are Korean and EU priorities on cyber-security? How
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can the EU-ROK Cyber-Dialogue be advanced? What are the threats to
critical infrastructure and business? How can the private sector and public
sector jointly develop solutions to protect against cyber-attacks?

According to the two authors, the issue of securing cyber-space and cre-
ating a trustworthy digital environment has risen up the political agenda
and become a priority issue and a pressing challenge in the twenty-first
century. Indeed, both the EU and ROK realize the necessity of international
cooperation in order to ensure that the digital challenges and threats can be
addressed through a common global vision for the Internet and norms for
cyber-space that will enable safe, secure, and sustainable digital growth. In
order to provide a more comprehensive understanding of the EU and ROK
approaches to cyber-security and data protection — and importantly — issues
related to cooperation in these areas, their chapter is structured as follows:
The first and second sections outline the respective approaches of the EU
and ROK; The third section discusses issues in relation to international
activity and cooperation..2»d the final section outlines the main implica-
tions in relatior £rture ¢ 101 eration on cyber-security and data protection
between the EU 21| ROK.

George Christou and Ji Soo Lee argue that the EU and ROK ecosys-
tems are evolving at pace and are subject to constant change, development,
and improvement given the challenges related to cyber-security and data
protection. Whilst the EU and ROK are broadly normatively like-minded
on issues of cyber-security, there is room for further intensification with
regard to bilateral cooperation and indeed working together within multi-
lateral fora. The existence of a cyber-security dialogue ensures annual dis-
cussions on various aspects of cyber-security policy, laws, and norms, but
this has not progressed substantively beyond reiterating and understanding
each other’s cyber-policies. Though this is positive in terms of reinforcing
common positions in other multilateral and regional fora, more diverse and
frequent interchanges should be promoted to ensure and implement prac-
tical and substantial ways to cooperate between both sides. To this end,
bilateral cooperation at different levels and between the various agencies
that deal with cyber-security issues in the EU and ROK might be developed,
and prove fruitful, as might consideration of developing joint cyber-security
exercises.

According to the two authors, the most significant issue to be addressed
in the context of increasing data protection cooperation between ROK and
the EU is the General Data Protection Regulation (GDPR) and the adequacy
decision. Currently, Korean companies seeking to access the EU market
have to fulfill the requirements of the GDPR. It is thus imperative to make
efforts for the rapid progress for an adequacy adoption and for the refine-
ment of relevant laws and systems. The Act on Promotion of Information
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and Communications Network Utilization and Information Protection, has
gone some way to harmonizing data protection standards in the context of
the adequacy decision, but this effort should be expanded to other related
laws, for example, the Personal Information Protection Act (PIPA), in order
to strengthen trans-border EU-ROK personal data protection and ultimately
enhance trade between ROK and the EU. In addition, adding more detailed
provisions on data protection and cyber-security in the KOR-EU FTA
should be considered in the potential future negotiations for amendment of
the FTA. This will further contribute to a harmonization of laws and policies
between both sides in the long term, and have an overall positive impact on
data protection, privacy rights, and trade.

Chapter 4: Space policy and technology

This chapter, co-authored by Isabelle Sourbés-Verger (Research Director
at the French National Centre for Scientific Research (CNRS), Paris) and
Yung-jin Jung (Senior Researcher, Space Policy Team, Korea Aerospace
Research Institute (KARI), Daejeon, ROK ), addresses the following ques-
tions: it is the state of EU-ROK space cooperation after the two sides
signed == agreement on the joint development of Galileo (Europe’s global
navigation satellite system) in 2006? What are the prospects of further EU—
ROK collaboration on space technology? What is the role of the aerospace
industry? What are the best ways to enable collaboration between ROK and
EU space agencies/institutions on research, development, and operations?
The two authors argue that there is a real convergence of interests in
Europe to deepen the EU-ROK cooperation in the field of space technology,
especially since South Korea appears to be sharing a number of principles,
such as a global vision, the search for an increased national and interna-
tional security, the desire for diversified cooperation, and the progressive
construction of civil space skills with an increasingly dual potential. Given
these commonalities, different proposals should be considered, applicable
to both to regional security goals, as well as to more global objectives.
Europe and South Korea have significant capabilities in the space sector.
Their policies share a predominant interest for civil, scientific, and eco-
nomic activities, with a special focus on the monitoring of the Earth, the
environment, and space. More broadly, the EU and the ROK seek to develop
technological skills through innovation to secure their status and influence.
Their common objectives in strengthening international security are also
part of the same approach, favoring an open and multilateral framework.
The combination of these factors undeniably provides a framework for in-
depth exchanges on the practicalities of cooperation in space matters from a
broad security perspective, which could then be applied in a pragmatic way
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through concrete examples. Space technologies could thus strengthen the
images of both the EU and the ROK by giving them the means to contribute
effectively to a multilateral international security.

The EU is on the top rung of all areas of space activities and has applied
the field of outer space to other areas, such as internal and external security
policy, including foreign policy. Since 2011, the EU regards space as a driv-
ing force to cement its position as a major player on the international stage,
contributing to the Union’s economic and political independence.

In Korea, the perception is that space policy is increasingly important,
not only technologically, but also strategically. This change comes from
the experiences gained through Korea—US Space Policy Dialogues and
Korea’s involvement in the international discussions of emerging issues in
space activities. Moreover, Korea plans to launch and operate many satel-
lites, including reconnaissance satellites, in the next few years, thus increas-
ing the country’s space-based assets. There is thus potential for EU-Korea
cooperation in satellite technology, as well as in space exploration projects
led by the EU and/or the European Space Agency (ESA). To this end, the
first step should be to establish a bilateral dialogue unique to space issues
between Korea and the EU.

In the conclusion, the two authors argue that EU-ROK cooperation
can be conceived in several stages. An initial agreement between the two
partners as part of the strengthening of the security partnership would be
needed. This initiative could then be opened to new entrants, based on a
multilateral model similar to the one of the World Weather Watch, with each
having its own system while exchanging data. If the global ambition of a
program for space surveillance cooperation is to be considered on a medium
term, a shorter deadline should be envisioned for the more regional recom-
mendation of pooling capacities for Earth Observation. The development of
new networks belonging to private actors, such as the Planet company, now
allows for the acquisition of data in near real time through optical and radar
technologies. However, in an environment as delicate as that of the Korean
peninsula and its geopolitical stakes, using different sources of information
appears as an essential guarantee of security. The mutualization of access
to images, and especially the guarantee of distribution even in times of cri-
sis, would represent a mutual advantage for Europe, which wishes to be
involved in the maintenance of security in Asia, and for South Korea, which
would have access to complementary and independent sources.

Chapter 5: Preventive diplomacy and crisis management

This chapter, co-authored by Michael Reiterer (Distinguished Professor
for International Security and Diplomacy at the IES-VUB, Brussels and
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Ambassador of the European Union to the Republic of Korea retd.) and
Hae-rvon Jun (Associate Professor at the Institute of Foreign Affairs and
Natic 02! Security, Korea National Diplomatic Academy (KNDA), Seoul) -
addresses the following questions: v are Korean and EU priorities on
preventive diplomacy and crisis m < gement? What has been accom-
plished since the two sides signed the Framework Participation Agreement
in 2014 (ratified in 2016), facilitating the ROK’s participation in EU CSDP
missions and crisis management operations? And what are the prospects for
future EU-ROK collaboration on these issues, also in light of the changing
security environment in East Asia?

To note that the views expressed in this chapter are those of the authors
and are not to be construed as representing their affiliating institutions.

In the first section, Michael Reiterer and Hae-v+== Jun explain how the
different positions of the EU and Korea have merg¢ cooperate in the area
of preventive diplomacy and crisis management. In the subsequent sections,
they discuss the European and the Korean perspectives on their bilateral coop-
eration. In the final part, they suggest how their cooperation should proceed.

The two authorsaroue that there are two aspects of the EU-Korea secu-
rity cooperation. I .o+ e aspect, the desire of security cooperation certainly
exists on both sides as much as both parties can agree with each other on
numerous issues. In the other aspect, despite the mutual desire, the salience
of their security cooperation is low for both of them.. Whereas they do not
have directly conflicting security interests, their cruc: [ = -eas of security are
highly diverse.

For Korea, the defense against the DPRK occupies most of its strate-
gic resources militarily and diplomatically. Its relationship with the US,
China, Japan, Russia, and the rest of the world focuses on the DPRK issue.
Other security challenges, such as nontraditional security threats and global
security, can hardly be a priority for the ROK. In contrast, for Europe the
importance of traditional military threats had diminished for more than two
decades after the end of the Cold War and before the crisis in Ukraine in
2014. During that period, Europe considered the traditional security threats
in the regions beyond Europe, such as the Middle East, and various non-
traditional issues, such as cyber-security and non-proliferation of nuclear
weapons, as major security concerns for Europe.

Since 2014, with the escalation of military tension with Russia, Europe
has inevitably refocused on its own territorial defense. It was necessary to
show to a skeptical European public that the European neighborhoud and
regions closer to the European borders are prioritized by European policy
makers as laid down in the EU’s Global Strategy in 2016. However, this
Global Strategy also spelt out clearly that the security of Europe and Asia
are intertwined.
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Besides the rhetoric of official documents, Michael Reiterer and Hae-
wanJun argue that the EU-Korea security cooperation is conducted mostly
tl ro1 gh dialogues - instead of concrete actions — signalling in this way a limi-
tation. This is due mainly to two facts: While there is agreement on principles
and values, the concrete security situations and the means to remedy them are
quite different. This has lead in the past to the argument that geographic dis-
tance is an obstacle to closer cooperation to which different strategic cultures
contribute. This situation has been remedied to a certain degree by the conclu-
sion of a third important agreement, the ROK—EU Framework Participation
Agreement signed on 23 May 2014, which offers Korea the possibility to
participate in EU missions; it does not establish any obligation and has so far
lead to the occasional participation of Korea in EU NAVFOR, the anti-piracy
operation off the Horn of Africa. Policing the strategically important sea-
lanes linking Korea and the EU is clearly in the common interest.

In 2018, the EU adopted a specific Communication on Enhancing
Security Cooperation in and with Asia. Subsequently in 2020, Korea was
chosen for a pilot project with the common concern: cybersecurity. The
two authors argue that the rather quick implementation of this pilot project
was encouraging. The bilateral cyber consultations in October 2020 cov-
ered the key topics: (1) Building Resilient Critical Infrastructures in Crisis;
(2) Building Trust to Prevent Cyber Conflict Escalation; (3) Managing the
Geopolitics of 5G; and (4) Combatting Cybercrime, in form of a track *:©
seminar. This was undoubtedly a welcome concrete step to mark the 1
anniversary of the EU-Korea Strategic Partnership.

Conclusion

The four security areas under investigation in this volume must be seen
as the initial bricks of an edifice that Brussels and Seoul are building
to respond to contemporary security challenges affecting the two sides.
Following the outbreak of the COVID-19 pandemic in 2020, the EU and
South Korea have turned their attention to health security, pledging to
strengthen their response capacities, enhance information sharing through
the coordination between their respective health authorities and centers
for disease control, and support each other to ensure access to medical
products and further cooperation in the research and development of vac-
cines and medicines. This new form of cooperation will attract much of the
attention, and the resources, in the next few years. Yet, it is thanks to an
already well-established habit of collaboration between Brussels and Seoul
in areas of both traditional and nontraditional security issues that health
security cooperation between the two sides can build upon — and it is likely
to be a successful example for the rest of the international community.
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1 EU-Korea security relations
in the context of EU security
policy in East Asia

Nicola Casarini

The European Security Strategy (ESS) published in 2003 foreshadowed the
development of EU-Korea security relations. The ESS stated that “prob-
lems such as those in the Korean Peninsula impact on European interests
directly and indirectly ... nuclear activities in North Korea ... are of concern
to Europe.”! In the subsequent years, Brussels and Seoul have coordinated
sanctions against North Korea, while the EU has offered steady support
for the Republic of Korea’s efforts to promote a peaceful, diplomatic solu-
tion. Moreover, the EU has taken the lead in international efforts to promote
human rights in North Korea and remains one of the only outside parties to
maintain a continuous presence on the ground in implementing humanitar-
ian assistance.

The evolving security dynamics on the Korean Peninsula have offered
the EU new opportunities for constructive engagement with South Korea,
while Seoul has enacted a Crisis Framework Participation Agreement
(FPA) with the EU and has begun to participate in EU common security
and defense policy through cooperation in preventing piracy in the vital sea
lanes around the Gulf of Aden.

The Framework Agreement — formally entered into force on 1 June 2014 —
lays out areas of cooperation on non-proliferation of weapons of mass
destruction (WMD), counter-terrorism, cyber-threats, money laundering
and illicit trafficking, and promotion of human rights (and the international
legal order more generally). Cooperation on cyber-threats has become
institutionalized in the EU-ROK Cyber Dialogue, an annual official-level
meeting, ongoing since 2013, for addressing cyber-space, internet govern-
ance, cyber-security, cyber-capacity building in third countries, and cyber-
crime. This form of cooperation has implications for North Korea, since
Pyongyang’s elite cyber-warriors have successfully attacked European insti-
tutions, including the NHS in the United Kingdom (in the 2017 WannaCry
ransomware hack) and Polish banks, as well as unsuccessfully the European
Central Bank, German, and Czech banks.
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Since 2017, the EU and South Korea have increased their collaboration —
both at the bilateral level as well as in United Nations framework — on sanc-
tions against the North Korean regime. South Korea’s Ministry of Foreign
Affairs and the European External Action Service (EEAS) are currently re-
examining the Framework Agreement and Crisis Management Participation
Agreement to find more synergies and strengthen and improve their imple-
mentation in light of the continued nuclear threat coming from North Korea
and the evolution of security dynamics in East Asia. A matter of concern for
both sides has been the election of Donald Trump to the Presidency of the
United States. Trump’s transactional approach to foreign policy has at times
angered Washington’s European and Asian allies, leading the EU to increase
efforts toward “strategic autonomy” from the US in the areas of foreign
security and defense policy, and pushing South Korea to build up its mili-
tary capabilities and reach out to other international actors such as the EU.

This chapter places the evolution of EU-Korea security relations
within the broader context of evolving security dynamics in East Asia
and US policy in the area. It begins by examining the US’ approach to the
region, including an assessment of Trump’s transactional foreign policy
toward South and North Korea. The subsequent section presents the con-
tours of EU security policy in East Asia. The last section discusses the
differences between the EU and US regarding the question of Korean
security, including their implications for the future development of EU—
Korea security relations.

The United States’ approach to East Asia and
Korean security

The US has had a large military presence in East Asia throughout the post-
war period. Troop levels have varied over time, but there are currently
28,500 troops in South Korea and around 47,000 in Japan. Alongside its
naval forces and missile arsenals, these form the basis of the US’ ability to
project power in the region.

Since normalizing relations with the People’s Republic of China in the
1970s and the break-up of the Soviet Union in 1991, the US has enjoyed
an unrivaled position in North East Asia. The absence of a major threat
to US interests in the region made Washington more amenable to discuss-
ing and entering into agreements with Pyongyang. The Bush administration
agreed to withdraw US nuclear weapons from South Korea in 1991, and
the Clinton administration entered into the Agreed Framework with North
Korea in 1994.

However, the spirit of cooperation ended with the collapse of the Agreed
Framework in the early 2000s. North Korea was producing high-grade
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uranium in contravention of the agreement, but the Bush administration
had also failed to deliver on its promises. It had not supplied heavy oil
to North Korea as agreed; it had delayed the construction of two prom-
ised light-water reactor power plants; and it had made no movement on
diplomatic normalization and the alleviation of sanctions. Washington’s
dwindling willingness to compromise and negotiate can also be explained
by China’s military advances. This new Chinese challenge was difficult to
address head-on, and, since then, North Korea has provided a convenient
excuse for the US to maintain its military presence in the region without
having to confront its looming challenger.

The deterioration of the security environment in East Asia, including
growing Chinese assertiveness toward its neighbors and the development of
North Korea’s nuclear and missile threats, has led the United States to step
up its military involvement in the region in the last decade. US President
Barack Obama announced a policy of re-balancing toward the region —
the so-called “pivot” — during his visit to Asia in November 2011.2 This
stance was subsequently backed by the issuing of the US Defense Strategic
Guidance in January 2012, which included plans to realign US forces and
set up a new US Marine Corps base in Darwin, Australia, responsible for
the South China Sea and the Indian Ocean, with the aim of keeping China’s
claims in the area in check.?

US President Donald Trump’s Indo-Pacific strategy — enshrined in
Washington’s National Security Strategy (NSS) published in December
2017 — builds on Obama’s re-engagement with Asia, toughening, however,
the US position against China. The 2017 NSS considers the Indo-Pacific
region the most strategically important geographical area, but where China
challenges America’s leadership and the rules-based order.* In June 2019,
the US Department of Defense issued the Indo-Pacific Strategy Report,
targeting an increasingly powerful China as the most ominous threat to
US security interests in the region.> Besides China, both the NSS and the
Pentagon’s Indo-Pacific Strategy Report have identified North Korea as the
other major challenge to US national security interests in the area.

US policy to North and South Korea

After the breakdown of the Six-Party Talks in 2009, the US hardly engaged
with North Korea at all. Instead, the administration of US President Barack
Obama adopted the tactic of “strategic patience,” which entailed maintain-
ing sanctions and keeping pressure on North Korea to make it more compli-
ant. By doing so, the Obama administration largely ignored North Korea
after the collapse of the so-called Leap Day Deal, in which North Korea
agreed to suspend missile- and nuclear-related activities following the death
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of Kim Jong-il in 2012. US interest has been mainly to maintain the regional
status quo, including its own military presence in East Asia. Containing
China has become more important than resolving the North Korea issue.

In contrast to his predecessor, however, Trump has actively tried to
improve relations with North Korea. By offering improved relations to the
regime in Pyongyang, the Trump administration hopes to end Chinese influ-
ence over the country. A historical example of this approach is US President
Richard Nixon’s trip to China in 1973, which aimed to divide the two most
powerful communist states in the world: The Soviet Union and the PRC.
This is also the perception among policy-makers in Beijing, who view all
US actions as efforts to contain China’s rising power.

US policy toward North Korea seems thus to be driven by its interest in
maintaining its power position in East Asia. Pyongyang has become useful
fodder for the US to keep its military presence in the area without antagoniz-
ing China. However, this functioned well with conservative governments in
Seoul. The election of President Moon Jae-in in 2017 has led South Korea
to diversify its almost exclusive reliance on the US so as to hedge against
Trump’s transactional foreign policy toward Washington’s allies.

In November 2019, the defense ministers of South Korea and China
agreed to develop their security ties, the latest indication that Washington’s
long-standing alliances in the region were fraying. The Beijing—Seoul rap-
prochement coincided with growing resentment at the $5 billion annual fee
for that year that Washington was demanding to keep 28,500 US troops in
South Korea. That figure was a sharp increase from the $923 million that
Seoul paid in 2018, which was an 8% increase on the previous year. As
quoted in the Telegraph on 18 November 2019, an editorial in The Korea
Times the day before warned that the security alliance between the two coun-
tries “may fall apart due to Washington’s blatantly excessive demands.” A
recent survey by the Korea Institute for National Reunification showed that
96% of people were opposed to Seoul paying more for US military pres-
ence. There was also irritation at the pressure that Washington applied to the
South to make Seoul sign an extension to a three-way agreement on sharing
military information with the US and Japan.

The above tensions are compounded by diverging views between US
President Donald Trump and ROK President Moon Jae-in. Since his elec-
tion on 10 May 2017, the ROK President has declared on a number of occa-
sions his commitment to engage North Korea as well as promote regional
cooperation and trust building. The US has given a lukewarm reception to
Moon’s engagement policy with the North as well as to Moon’s plans for
strengthening Korea, China, Japan trilateral cooperation, and resuming the
Six-Party Talks. While the Trump administration has consistently down-
played — if not overtly opposed — South Korea’s initiatives toward regional
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reconciliation and trust building for fear of undermining Washington’s
system of alliances in East Asia, the European Union has instead become
the staunchest supporter of President Moon’s engagement policy with the
North and South Korea’s neighbors. However, to understand such major
differences between the transatlantic allies vis-a-vis Korean security, it is
necessary to delve into the evolution of EU security policy in East Asia over
the last few years.

The evolution of Europe’s strategic thinking
on East Asia’s security

A distinctive EU position on East Asia’s security affairs began to emerge
only in the early 2000s, following recognition that Asian markets were
becoming increasingly important for the Union’s global competitive-
ness and socio-economic welfare position. This was clearly stated by
the European Commission in its 2001 Communication on Asia, which
stated that

the EU’s role in Asia is to pursue market opening for both goods and
services and to overcome obstacles to European trade and investment
... [since] active participation for European companies on Asian mar-
kets ... can contribute to providing qualified jobs for European workers
and help the European industry to remain globally competitive.’

Back in 1993, the German government had put forward a new strategy
toward Asia, advancing the idea that Europe’s global competitiveness and
economic security would increasingly depend on European companies’
capacity to enter into the thriving Asian markets.®

Throughout the 1990s, there was a dramatic surge of trade and investment
relations between the EU and East Asia. By the end of the millennium, the
EU would become East Asia’s second most important economic partner —
behind China, but ahead of the US and Japan. Given the importance of
Asian markets for Europe’s prosperity and well-being, EU policy-makers
have increasingly voiced their concerns for peace and stability in East Asia.
The 2001 European Commission’s Communication on Asia, argued that the
prosperity of Europe may be jeopardized not only by economic turbulence
in the Asian region — as during the financial crisis of 1997/1998 — but also
by political instability. Among the events in Asia that could have a bearing
on the EU are disturbances in the economic and political climates of China
and Japan, tensions in the area that may destabilize the sea lines on which
Europe’s trade with the region depends, and any instability in the Korean
Peninsula.
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At the ASEM-3 in Seoul in 2000, both the EU and Asian nations stated
their explicit concerns with regard to the security situation on the Korean
Peninsula, issuing the Seoul Declaration for Peace on the Korean Peninsula in
which they supported implementation of the South—North Joint Declaration,
including humanitarian issues. Back in September 1997, the EU, through
the European Atomic Energy Community (EURATOM), had become a
member of the Korean Energy Development Organization (KEDO), cre-
ated to implement the denuclearization of the Korean Peninsula. Until 2006,
the Union — through the European Commission — was a member of the
Executive Board of KEDO, whose goal was to construct two light-water
reactors to replace the North Korean graphite-moderated reactor and repro-
cessing plant at Yongbyon, which had been producing a large amount of
plutonium. The aim of the KEDO project was clear: to deter further nuclear
proliferation and to maintain peace and stability on the Korean Peninsula.
From 1997 to 2006, the total amount invested by the EU in the KEDO pro-
ject reached almost €120 million.

European concerns for East Asia’s stability were included in the European
Security Strategy (ESS) paper adopted by the European Council in Brussels
on 12 December 2003. The ESS stated that “problems such as those in the
Korean Peninsula impact on European interests directly and indirectly ...
nuclear activities in North Korea, nuclear risks in South Asia ... are all of
concern to Europe.” In a speech in July 2005, Benita Ferrero-Waldner, at
that time the EU Commissioner for External Relations, stated that “security
in the Far East is a topic of direct concern to European interests. It is part
of the overall global responsibility for security and stability that lies at the
heart of the EU’s role in foreign policy.”"°

In December 2007, the EU Council adopted the Guidelines on the EU's
Foreign and Security Policy in East Asia. The document focused on North
East Asia and, in particular, North Korea’s nuclear program and Taiwan as
issues of concern to the EU, and where Europe was committed to play a
more active role.!! The document underlined the dangers of “competitive
nationalism in the region” and specifically argued that the EU should “pro-
mote confidence-building measures and encourage peaceful and coopera-
tive solutions to disputes over territory and resources.”'? In June 2012, the
EU adopted a revised version of the Guidelines. Much of the text was the
same as the 2007 version. However, the 2012 version included South East
Asia, making clear reference to the disputes in the South China Sea.!

The updated Guidelines served to prepare the joint EU-US state-
ment on the Asia Pacific made by the Western allies at the margin of the
ASEAN Regional Forum (ARF) meeting in Phnom Penh in July 2012.'
The statement jointly issued by Catherine Ashton — at that time High
Representative of the Union for Foreign Affairs and Security Policy — and
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Hillary Clinton — at that time US Secretary of State - was the culmina-
tion of diplomatic efforts and consultations that had occurred between the
transatlantic allies since autumn 2011, when the final declaration of the
US-EU summit mentioned for the first time the Asia Pacific as a region
where dialogue and cooperation should be furthered between Washington
and Brussels. Both the joint EU-US statement and the revised Guidelines
sent a reassuring message to the US about EU intentions in a region where
security and public goods are guaranteed by Washington but where the
EU is politically absent.

In May 2018, the European External Action Service (EEAS) issued for
the first time a paper devoted entirely to EU security policy in Asia. In
the document Enhanced EU security cooperation in and with Asia, the EU
commits to exploring possibilities to deepen security cooperation with its
Asian strategic partners so as to contribute to regional security and support
a rules-based order in East Asia.'> Behind this initiative, there are European
concerns that the worsening security environment on the Korean peninsula
and in the South China Sea risks jeopardizing Europe’s growing strategic
interests in the area.

Europe’s economic interests in East Asia

In East Asia there are some of Europe’s biggest commercial partners — China,
Japan, the ASEAN grouping — as well as countries with which Brussels has
signed important Free Trade Agreements (FTAs) — South Korea and Japan.
Any turbulence in the region — including in and around the East and South
China Seas, where a large part of EU trade with the region passes through —
would have an immediate impact on Europe’s prosperity and well-being.

China is the EU’s 2nd-largest trading partner. In 2018, two-way trade
amounted to more than €580 billion. China and the EU currently trade more
than €1.5 billion in goods each day. The EU is the 3rd-largest trading part-
ner for Japan (after China and the US). In July 2018, Brussels and Tokyo
signed an Economic Partnership Agreement (EPA), which is the biggest
trade agreement ever negotiated by the EU and Japan. The EU is also the
fourth most important export destination for the Republic of Korea. In July
2011, Brussels and Seoul agreed on an FTA, which was formally ratified
in December 2015. The EU-South Korea FTA went further than any of the
EU’s previous agreements in lifting trade barriers, and was also the EU’s
first trade deal with an Asian country.

ASEAN as a whole represents the EU’s 3rd-largest trading partner out-
side Europe (after the US and China) with more than €240 billion of trade
in goods in 2018, while trade in services amounted to almost €80 billion.
Negotiations for a region-to-region FTA with ASEAN were launched in
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2007 and paused in 2009 to give way to bilateral FTA negotiations, con-
ceived as building blocks toward a future region-to-region agreement.

Also in the monetary realm, Europe’s influence in East Asia has
increased in the last years. The share of euros — the European common
currency — in the foreign exchange portfolio of East Asia’s major cen-
tral banks has grown dramatically: by the end of 2020, euro-denominated
assets accounted, on average, for around 22-24% of the holdings of East
Asia’s major economies, reaching 30% and above in China (the world’s
largest holder). This makes the euro the second most important reserve
currency in East Asia — after the US dollar, but ahead of the Japanese yen.
Consequently, peace and stability in East Asia are of crucial importance for
the EU and its member states.

Europe’s security policy in East Asia

Europe is mainly a civilian power in East Asia. The EU does not have troops
or binding military alliances in the region, though some EU member states
have retained a certain level of military involvement. For instance, France
has an operational military presence in the Indian Ocean and the South
Pacific, with troops that can be deployed in East Asia at relatively short
notice. Some EU member states collaborate with Japan and South Korea
via the NATO framework — while France,  2rmany, Italy, and Spain, have
each set up a “strategic dialogue” with Be i 2.
Following the creation of the EEAS, the EU has set up security dialogues
with East Asian nations. For instance, since 2010 there is an EU-China
High Level Strategic Dialogue between the High Representative of the
Union for Foreign Affairs and Security Policy (HR) and the Chinese State
Councilor responsible for foreign affairs. Since 2011, there is also a yearly
meeting between the EU’s HR and the Chinese Defense Minister, paral-
leled by a dialogue on military affairs between the Chair of the EU Military
Committee and his/her counterpart in the People’s Liberation Army (PLA).
In July 2018, the EU and Japan signed a Strategic Partnership Agreement
(SPA) that upgrades political and security-related relations between the two,
laying the basis for joint actions on issues of common interest, including
on regional and global challenges. Since 2011, an EU-Korea High-Level
Political Dialogue has been in place between the EEAS Deputy Secretary-
General and South Korea’s Vice-Foreign Minister. South Korea is the first
Asian nation to have signed in 2014 a Framework Participation Agreement
(ratified by Seoul in 2016) aimed at facilitating Seoul’s participation in EU
Common Security and Defense Policy (CSDP) missions and operations.
Since the establishment of diplomatic relations with the Democratic
People’s Republic of Korea (DPRK) in May 2001, the EU has entertained
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an annual political dialogue with Pyongyang — though this is currently sus-
pended as a result of the recent wave of sanctions. Today, some EU member
states continue to have official ties with North Korea, also as part of their
long-standing commitment to provide aid to the Hermit Kingdom. Since the
mid-1990s, almost €400 million in aid has been given in the form of food
aid; medical, water and sanitation assistance; and agricultural support.

Following the publication of the EU global strategy and its stated objec-
tives to contribute to global security and support a rules-based international
order, Brussels has been scaling up its security engagement in East Asia.'®
In its Conclusions on Enhanced EU security cooperation in and with Asia
the EU commits to deepening security cooperation with its Asian strategic
partners, in areas such as maritime security, cyber-security, counter terror-
ism, hybrid threats, conflict prevention, and the development of regional
cooperative orders.!” Following up on this, the EEAS and the European
Commission launched a pilot project in December 2018 to support tai-
lor-made security cooperation with an initial set of five countries: India,
Indonesia, Japan, Republic of Korea, and Vietnam, with particular focus in
four areas: maritime, counter-terrorism, crisis management (peacekeeping/
CSDP), and cyber-security.'®

In her speech at the Shangri-La Dialogue in Singapore on 1 June 2019,
Federica Mogherini, at the time the Union’s High Representative for Foreign
Affairs and Security Policy, identified Korean security as a top priority for
EU security policy in East Asia."

Europe and Korean security

The latest developments of the Democratic People’s Republic of Korea’s
(DPRK) nuclear and ballistic missile programs represent a new type
of threat for Europe. There are doubts in regard to the actual ability of
the North Korean army to control the re-entry phase of these missiles.
However, and even considering the less generous estimates, these missiles
would potentially be able to hit the entire territory of the US and large parts
of European soil.

The EU and its member states have adopted harsher sanctions against
Pyongyang to increase pressure on the regime in the hope that this will
convince Kim Jong-un to return to the negotiating table and discuss the
denuclearization of the Korean peninsula. For the EU — and the rest of
the international community — the short-term objective is to contain and
deter North Korea, while in the long term the ultimate goal is the denu-
clearization of the Korean Peninsula and the creation of a peaceful regional
environment. Concurrently, the EU has come to support diplomatic initia-
tives aimed at promoting regional cooperation, multilateralism, and trust
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building, in stark contrast to the Trump administration, which has shown
contempt for multilateralism and institutions, preferring bilateral bargain-
ing and power relations instead.

North Korea’s nuclear threat

The military achievements reached by North Korea in the last five years
have discredited any prediction made thus far about the actual stage and the
progression pace of its nuclear and missile program, forcing the American
intelligence agencies to admit to have dangerously underestimated the
regime’s efficiency and boldness.?

In September 2017, North Korea conducted its sixth nuclear test, the larg-
est so far, declaring it had tested a thermonuclear weapon. Even if the sci-
entific community expressed several doubts over the claim — suggesting the
plausible use of hydrogen and tritium isotopes to “boost” the detonation —
this technological display centered the regime’s long-term objective of
demonstrating the advanced status of the transition from a primitive nuclear
program to a nuclear deterrent that will help to safeguard the country’s
national security and thus the survival of the Kim dynasty.?!

Since the beginning of Trump’s presidency, a harsh confrontation
between Pyongyang and Washington has monopolized the debate over
North Korea’s nuclear ambition. Along with the numerous provocation
coming from Kim’s regime, the White House has repeatedly threatened to
use pre-emptive strikes or bloody nose attacks against North Korea’s mili-
tary installations. Europe, instead, has put pressure on the DPRK regime
through the use of economic sanctions.

The EU and its member states 7ve adopted sanctions against
Pyongyang following the country’s 2003 decision to withdraw from the
Non-Proliferation Treaty (NPT) and the nuclear tests in 2006 and 2009
without, however, closing the door to dialogue. Since 2016, due to North
Korea’s increased provocations and the escalation of tensions in North East
Asia, the Union has given priority to economic sanctions over dialogue. The
EU has put into force two provisions: the first one is the Council Decision
(CFSP) 2016/849 of 28 May 2016; the second is the Council Regulation
(EU) 2017/1509 — both amended in the last few years.

At the end of 2017 the Council of the EU adopted new autonomous
measures — which complement and reinforce the UN Security Council sanc-
tions — to further increase the pressure on Pyongyang to comply with its
obligations. The new measures include: (1) a total ban on EU investment
in the DPRK, in all sectors; (2) a total ban on the sale of refined petroleum
products and crude oil to the DPRK; (3) a lowering of the amount of per-
sonal remittances transferred to the DPRK from €15,000 to €5,000.%
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Moreover, all EU member states agreed not to renew the work authori-
zations for DPRK nationals present in their territory, except for refugees
and other persons benefiting from international protection. The EU also
expanded the lists of those subject to an asset freeze and travel restrictions.

Besides the adoption of harsher sanctions against the North Korean
regime, the EU has supported South Korean efforts at dialogue and recon-
ciliation with the North. ROK President Moon Jae-in’s engagement policy
with the DPRK has been openly opposed by the Trump administration for
fear that it could weaken the policy of “maximum pressure” imposed by
the US-led international community on Pyongyang. Nonetheless, Maon’s
administration continues to promote the inter-Korean dialogue and r 2o 1cil-
iation process, backed in this effort by the EU, which also supports regional
initiatives such as trilateral cooperation — North East Asia’s most important —
and so far only — dialogue forum which aims to advance regional coopera-
tion and trust building.

Trilateral cooperation and the EU

The EU is the international actor that more consistently has supported the
process of trilateral cooperation based on the annual Trilateral Summit
of the heads of state and government of China, Japan, and South Korea.
The Trilateral Summit was first proposed by Seoul in 2004, as a meeting
outside the framework of the ASEAN + 3 (the Association of Southeast
Asian Nations plus China, Japan, and South Korea) — itself a by-product
of the Asia—Europe Meeting (ASEM) — with the three major economies of
North East Asia having a separate forum to themselves. The first summit
took place in Fukuoka (Japan) in December 2008 when the three coun-
tries met to discuss regional cooperation, the global economy, and disaster
relief. Since then, they have established more than 60 trilateral consultative
mechanisms, including almost 20 ministerial meetings and over 100 coop-
erative projects. In September 2011, the Trilateral Cooperation Secretariat
(TCS) was launched: based in Seoul, the TCS is an international organiza-
tion whose goal is to promote peace and prosperity between China, Japan,
and South Korea. On the basis of equal participation, each government cov-
ers one-third of the overall operational budget.

From 2012 to 2015, however, no Trilateral Summit took place due to
separate disputes over historical grievances as well as maritime territorial
claims. Nevertheless, the process has continued at the ministerial, business,
and civil society levels, indicating that important sections of the three soci-
eties remain committed to regional cooperation and trust building. On 1
November 2015, the 6th Trilateral Summit was held in Seoul, during which
Chinese Premier Li Keqiang, Japanese Prime Minister Shinzo Abe, and
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ROK President Park Geun-hye agreed to meet annually in order to work
toward deepening trade relations and to pursue the Six-Party Talks (SPT)
over the DPRK’s nuclear-weapons program.?® From 2015 to 2018, no fur-
ther summits would take place. Relations between China, Japan, and South
Korea have continued to be strained due to a variety of issues, ranging from
World War II apologies and the interpretation of history to territorial dis-
putes between the three nations. The 7th Trilateral Summit was finally held
in May 2018 in Tokyo between Japanese Prime Minister Shinzo Abe, South
Korean President Moon Jae-in, and Chinese Premier Li Keqiang, with
North Korean nuclear negotiations topping the agenda. The 8th Trilateral
Summit took place in December 2019, when the leaders of China, Japan,
and ROK met in Chengdu (China) to exchange their views on the current
regional situation and the continued threat posed by North Korea’s nuclear
and ballistic missile programs.

The US has traditionally given lukewarm support to the trilateral pro-
cess, as Washington continues to rely on its military alliances with Japan
and South Korea.?* Trump, for instance, has made clear his preference for
bilateral relations, as well as his distrust for multilateralism and regional
cooperation.

The EU, on the other hand, has become the staunchest international
supporter of the process of trilateral cooperation, both politically and
financially — a move made easier by the fact that the EU is untrammeled by
binding military alliances in the region. For instance, the EU Delegation
in Seoul regularly invites young students who participate in the Young
Ambassadors Program organized by the Trilateral Cooperation Secretariat
to various workshops — funded by the EU — with the aim of promoting
mutual understanding and the sense of friendship among future leaders of
South Korea, Japan, and China. Trilateral cooperation has been revamped
since the election of ROK President Moon Jae-in, who has made use of
the process of trilateral cooperation to boost his policy of engagement with
the North.

EU support for South Korea’s initiatives

The EU has consistently supported the inter-Korean dialogue and the vari-
ous versions of the “Sunshine policy” put forward by South Korea. At the
ASEM-3 in Seoul in 2000, both the EU and Asian nations stated their explicit
concerns with regard to the security situation on the Korean Peninsula,
issuing the Seoul Declaration for Peace on the Korean Peninsula in which
they supported implementation of the South—North Joint Declaration,
including humanitarian issues. The EU has also supported South Korea’s
initiatives aimed at promoting dialogue with the DPRK and at advancing
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trilateral cooperation, including plans such as the Trust-Building Process
on the Korean Peninsula, and the North East Asia Peace and Cooperation
Initiative (NAPCI) put forward by former South Korean President Park
Geun-hye. In the joint declaration in commemoration of the 50th anniver-
sary of diplomatic relations between the European Union and the Republic
of Korea, issued on 8 November 2013, it is said that “The EU supports the
ROK’s Trust-building Process on the Korean Peninsula and welcomes the
Northeast Asia Peace and Cooperation Initiative ... as a way of building
dialogue and trust in the region.””

Former ROK President Park Geun-hye unveiled NAPCI in a speech to
a dedicated joint session of the US Congress on 7 May 2013. Her proposal
called for North East Asian nations to enhance cooperation, first on “soft”
security issues (such as climate change, terrorism prevention, cyber-tech-
nology, and nuclear safety) before expanding the trust-building process to
more sensitive areas. NAPCI was an expanded version of Park Geun-hye’s
“Korean Peninsula trust process” — or Trustpolitik, as it was commonly
referred to. By trying to establish “mutually binding expectations based on
global norms,”? Trustpolitik would aim to promote greater exchanges and
cooperation between the two Koreas with a view to building confidence and
reducing tensions in the area.

While recognizing the distinctive characteristics of North East Asia,
NAPCI took inspiration from Europe’s experience. On a number of occa-
sions, Park Geun-hye made explicit reference to the history of European
integration and to Franco—German reconciliation. On 26 March 2014, for
instance, at a summit in Berlin, President Park and German Chancellor
Angela Merkel discussed the history of Franco—German rapprochement as
well as Germany’s reunification and their possible relevance, respectively, for
North East Asia in general and the Korean Peninsula in particular. Two days
later, in Dresden, the ROK President gave a speech entitled “An Initiative
for Peaceful Unification on the Korean Peninsula,” in which she proposed to
the DPRK that “we jointly establish an ‘inter-Korean exchange and coopera-
tion office”” tasked to advance reunification.?’ In the same speech, President
Park explicitly linked the trust-building process on the Korean Peninsula to
NAPCI by saying, “We could also build on the North East Asia Peace and
Cooperation Initiative to address North Korea’s security concerns through a
multilateral peace and security system in North East Asia.”

NAPCI had thus two objectives: (1) the easing of tensions between the
two Koreas; and (2) the creation of the conditions for a “grand reconcilia-
tion” between China, Japan, and South Korea, which might pave the way
for a vast free-trade zone among the three powers as a step toward overcom-
ing nationalism and addressing North Korea’s nuclear threat. In this plan,
the US would maintain the role of an external security balancer.



EU-Korea security relations in the context of EU 27

Since South Korea’s Constitutional Court ruled to formally end
impeached President Park Geun-hye’s term in office on 10 March 2017,
NAPCI has been shelved. The new ROK President, Moon Jae-in, elected
on 10 May 2017, has declared on a number of occasions his commitment
to engage North Korea as well as promote regional cooperation and trust
building. In this vein, the Moon administration has proposed the Northeast
Asia Plus Community of Responsibility-sharing, which can be seen as an
improvement and reconceptualization of NAPCI. It is based on three com-
ponents: the Northeast Asia Platform for Peace and Cooperation; the New
Northern Policy; and the New Southern Policy.

Moon Jae-in promised other key foreign policies during his election
campaign, including the building of “Permanent Peace in the Korean
Peninsula” and the “New Economic Map of Korean Peninsula,” an
economic vision for a peaceful Korean Peninsula. These initiatives are
being pursued under the government’s broader strategy of promoting a
“Northeast Asia Plus Community for Responsibility-sharing.” Under this
plan, there are the three following foreign policy axes: (1) strengthening
Korea, China, Japan trilateral cooperation; (2) resuming the Six-Party
Talks; (3) building the Northeast Asia Plus Community for Responsibility-
sharing by integrating other existing multilateral security cooperation
mechanisms.

The US — South Korea’s most important ally — has, however, showed
little enthusiasm for Moon’s foreign policy. Trump has made clear his pref-
erence for bilateral relations, as well as his distrust for multilateralism and
regional cooperation, a stance reiterated during his first meeting with Moon
on 30 June 2017.% The European Union, on the other hand, being untram-
meled by binding military alliances in East Asia, has unwaveringly backed
the ROK President’s engagement policy with the North as well as the pro-
cess of trilateral cooperation.

Conclusion

US and EU policies in East Asia, in particular with regard to Korean secu-
rity, show some similarities, but also important differences — a situation that
has implications for the future development of EU-Korea security relations.

US President Donald Trump has actively tried to improve relations
with North Korea, hoping in this way to end Chinese influence over the
country. US policy toward North Korea seems thus to be driven by its
interest in maintaining its power position in East Asia. Pyongyang has
become useful fodder for the US to keep its military presence in the
area without antagonizing China. Yet, this functioned well with con-
servative governments in Seoul. The election of President Moon Jae-in
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2017 has led South Korea to diversify its almost exclusive reliance on the
US so as to hedge against Trump’s transactional foreign policy toward
Washington’s allies.

The above tensions are compounded by diverging views between US
President Donald Trump and ROK President Moon Jae-in. Since his elec-
tion on 10 May 2017, the ROK President has declared on a number of occa-
sions his commitment to engage North Korea as well as promote regional
cooperation and trust building. The US has given a lukewarm reception
to Moon’s engagement policy with the North as well as Moon’s plans for
strengthening Korea, China, Japan trilateral cooperation and resuming the
Six-Party Talks. While the Trump administration has consistently down-
played — if not overtly opposed — South Korea’s initiatives toward regional
reconciliation and trust building for fear of undermining Washington’s sys-
tem of alliances in the area, the European Union has given full backing for
President Moon’s engagement policy with the North.

Trump has made clear his preference for bilateral relations, as well as his
distrust for multilateralism and regional cooperation. The EU, on the other
hand, has become the staunchest international supporter of the process of
trilateral cooperation based on the annual Trilateral Summit of the heads
of state and government of China, Japan, and South Korea — a move made
easier by the fact that the EU is untrammeled by binding military alliances
in the region. This major difference on Korean security between the Western
allies has implications for the Brussels—Seoul strategic partnership.

EU-Korea security relations have thus been developed in the context of
three interrelated dynamics: (1) the deterioration of the security environ-
ment in East Asia in the last years, also due to North Korea’s nuclear and
missile threats; (2) the commitment by the EU to step up its engagement
with East Asian nations and contribute to Korean security; (3) US President
Donald Trump’s transactional approach to foreign policy, which is leading
Washington’s East Asian allies, including South Korea, to build up their
military capabilities while also reaching out to other international partners
such as the EU.

While the content and modalities of EU-Korea security cooperation may
vary over time, the general trends outlined above indicate that this form of
collaboration between Washington’s allies is here to stay and has potential
to increase, in particular if the US continues the transactional foreign policy
initiated by the Trump administration.
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2 Nuclear non-proliferation and
disarmament on the Korean
Peninsula

Perspectives of EU and South Korea

Ramon Pacheco Pardo and Jina Kim

Introduction

In 2020, the EU and the ROK celebrated the 10th anniversary of the estab-
lishment of their strategic partnership. When it comes to security, the
main agenda item of their partnership involves North Korea’s missiles,
nuclear program, and the challenge of non-proliferation. In this context,
2008 was a year of historic transformations for the Korean Peninsula. The
Singapore summit in June of that year — the first meeting between a sit-
ting US president and a North Korean leader — and the two inter-Korean
summits held in April and May, marked a significant shift from the con-
frontational stance between Washington and Pyongyang that characterized
2017. Unfortunately, the Trump—Kim summit of 2019 in Vietnam did not
deliver any concrete results, thus cooling off the expectations that arose dur-
ing the first US-DPRK summit. However, achieving large-scale political
consensus through high-level summits will not be nearly as difficult as the
process of designing a roadmap for denuclearization. The problems arising
from technical verification and mutual implementation will be much more
complex than those resulting from the political initiative that brought new
rounds of negotiations in the past years.

This chapter compares perspectives of the European Union and South
Korea on non-proliferation and disarmament and examines potential areas
for cooperation. In the first section, it will address the significance of nuclear
non-proliferation and disarmament for the EU in light of building effective
multilateralism, promoting a stable regional environment and tightening
cooperation with partners. The second part will explore South Korea’s view
on the dilemma caused by the pursuing denuclearization and disarmament.
It will also explain lessons learned from the history of inter-Korean dia-
logue on military confidence building and offer prospect of future talks.
Then, it will lay out areas of cooperation between the EU and South Korea
in nuclear non-proliferation and disarmament.
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EU’s perspective on nuclear non-proliferation and disarmament

The Korea—EU strategic partnership, established in 2010, recognizes the
importance of nuclear non-proliferation and disarmament. The bilateral
framework agreement in force since 2014 includes the shared view between
Korea and the EU “that the proliferation of weapons of mass destruction
and their means of delivery poses a major threat to international security.”!
Article 4 of the framework agreement, the first covering a specific issue
rather than the bilateral relationship in more general terms, focuses on coun-
tering the proliferation of WMD and also makes reference to disarmament.
It can thus be said that cooperation in the area of non-proliferation and dis-
armament is central to the Korea—EU strategic partnership.

Nuclear non-proliferation and disarmament is a key foreign policy issue-
area for the EU. From a European perspective, weapons of mass destruction
are a threat to the EU, strategic partners, and the international community at
large. North Korea’s WMD and ballistic missile program are the key reason
behind the Korea—EU framework agreement putting non-proliferation and
disarmament at the center of the bilateral relationship. Most notably, North
Korea’s development of an indigenous nuclear program and its proliferation
of nuclear and missile technology and know-how to other parts of the world
is a concern for both Korea and the EU. In the case of the latter, prolifera-
tion to the Middle East is of particular concern given the instability of the
region, its proximity to the European landmass, and the presence of terrorist
networks stretching all the way to Western Europe.

The EU’s Global Strategy makes clear, “the proliferation of weapons
of mass destruction and their delivery systems remains a growing threat
to Europe and the wider world.” This explains the EU’s support for disar-
mament, non-proliferation, and arms control. Indeed, the Global Strategy
of the EU makes specific reference to non-proliferation in the Korean
Peninsula.’? In spite of a tough sanctions regime on Pyongyang, the UN Panel
of Experts established pursuant to resolutions on North Korea’s nuclear
program reports that proliferation of sanctioned materials and links with
Egypt, Iran, Libya, or Syria has not stopped.* These activities are unlikely
to be halted unless the current inter-Korean rapprochement and US—North
Korea engagement processes continue, prove successful, and North Korea
becomes a more normal member of the international community — includ-
ing integration in international trade and financial flows.

The EU’s first-ever security strategy — “A Secure Europe in a Better
World” — was published in June 2003 and constituted the first systematic
attempt to frame its common foreign and security policy. This strategy was
later adopted by the European Council into official policy in December
2003 and identified proliferation of WMD as “the single most important
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threat to peace and security among nations.” Subsequently, several docu-
ments issued by Brussels further elaborated on the nature of this threat —
including potential proliferation to failed states and terrorist groups willing
to use WMD — and the policies to address it. These documents include the
December 2003 “EU Strategy against Proliferation of Weapons of Mass
Destruction,” adopted by the European Council and which set up the three
key policies for Brussels to fight against the proliferation of WMD. These
are: 1) building on effective multilateralism; 2) promoting a stable interna-
tional and regional environment; and 3) cooperating closely with partners.°

To promote the first policy, building on effective multilateralism, the
European Council emphasizes six instruments. These are the universaliza-
tion and strengthening of treaties, agreements and verification arrangements
on disarmament and non-proliferation; fostering the role of the UN Security
Council; enhancing support for verification regimes; strengthening export
control policies and practices with partners in export control regimes;
enhancing the security of proliferation-sensitive materials, equipment, and
expertise in the EU; and strengthening identification, control, and intercep-
tion of illegal trafficking.’

With regard to promoting a stable international and regional environ-
ment, the second policy from the EU to fight against the proliferation of
WMD as outlined in the strategy, the European Council focuses on two
instruments. These are reinforcing EU cooperative threat reduction pro-
grams; and mainstreaming WMD non-proliferation concerns into the EU’s
activities and programs.®

Finally, the EU also emphasizes cooperating closely with key partners,
which is the third policy to fight against the proliferation of WMD as per the
strategy. The two instruments advanced by the EU to enhance this element
are ensuring adequate follow-up to bilateral documents on non-prolifera-
tion; and ensuring coordination and new joint initiatives.’

Eu’s implementation actions

The EU has been active in the implementation of the first two policies outlined
in the strategy — building on effective multilateralism and promoting a stable
international and regional environment. Implementation of the third policy
— close cooperation with partners — has not been as intensive. With regard to
the first policy, the European Council has adopted several decisions in sup-
port of the International Atomic Energy Agency (IAEA), the Biological and
Toxic Weapons Convention (BTWC), the Chemical Weapons Convention
(CWC), the Comprehensive Nuclear-Test-Ban Treaty (CTBTO), and the
Hague Code of Conduct Against Ballistic Missile Proliferation (HCoC).
Provision of funds to increase the effectiveness of these organizations and
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legal instruments has been forthcoming. In addition, the EU has actively
supported UN Security Council resolutions on Iran and North Korea aimed
at curtailing the risk of proliferation from both countries.!

Implementing the first and second policies in the strategy simultane-
ously, the Council has adopted several decisions to strengthen the fight
against the proliferation of WMD. Particularly fruitful has been work con-
ducted with Russia. The EU cooperates with Moscow in a number of areas.
These include support to destroy some of its chemical weapons, to protect
its nuclear sites, to retrain former weapons scientists and engineers, or to
train personnel working at facilities handling dangerous biological agents.
The EU has also supplied equipment for the detection of nuclear and radio-
active materials (NRM) at border check points and to enhance export con-
trol of dual-use items."

Also implementing the first and second policies simultaneously, the
European Council has adopted several decisions to support non-prolifer-
ation of WMD activities in different regions. Joint work with Caucasus
and Central Asian countries is common, including the supply of equipment
for the detection of nuclear and radioactive materials (NRM) at border
check points or training personnel working at facilities handling danger-
ous biological agents. The European Council has also adopted decisions
in support of non-proliferation of WMD activities in Southeast Europe,
the Mediterranean Basin, North Africa, the Middle East, Southeast Asia,
and sub-Saharan Africa. Most notably, the EU has worked to improve the
capabilities to combat the illicit trafficking and criminal use of chemical,
biological, radiological, and nuclear materials (CBRN) in several regions.!?

To support and enhance its fight against the proliferation of WMD, the
EU has launched two complementary initiatives aimed at creating perma-
nent networks of experts. Firstly, the EU has launched a number of CBRN
Centers of Excellence located in eight different regions across the world.
Secondly, the EU has launched the EU Non-Proliferation Consortium, ini-
tially managed by four European think tanks. Together, the two initiatives
may serve to bring together scientific and non-scientific experts on the non-
proliferation of WMD. "

It should be noted that the EU has also been willing to use coercive
measures to address the proliferation of WMD. These include, above all,
UNSC and autonomous sanctions. Equally relevant, the EU has been sup-
portive of the Proliferation Security Initiative (PSI) since its launch in May
2003. PSI aims at curtailing the trafficking of WMD, their delivery systems
and related materials, both among state and non-state actors. Brussels has
fully endorsed the interception and seizure of proliferation-related materi-
als by EU member states, as well as capacity-building measures to improve
interception.'
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Prospects for EU-Korea nuclear non-proliferation and
disarmament cooperation

South Korea is one of only ten strategic partners of the EU. Furthermore,
it is one of an even smaller group of so-called like-minded strategic part-
ners also including, for example, Japan and the United States. Like-minded
strategic partners share the EU’s values, such as democracy, human rights,
or respect for the rule of law. Also, South Korea is the only country in the
world with which agreements on the three key areas of politics, economics,
and security have entered into force. These agreements are the Framework
Agreement, the Free Trade Agreement, and the Crisis Management
Participation Agreement. Over 35 bilateral dialogues, meetings, and work-
ing groups on issues ranging from international cooperation and develop-
ment to cyber-security give substance to the relationship. In short, South
Korea is one of the EU’s closest partners.

In the particular area of nuclear non-proliferation and disarmament,
North Korea’s WMD program and proliferation activities are the key driver
behind EU-Korea cooperation, as already mentioned. To get a European
perspective on the prospects of cooperation on this issue, it is necessary to
understand the EU’s North Korea policy and put it in the context of Brussels’
three nuclear non-proliferation and disarmament policies and their imple-
mentation actions as a starting point.

The EU has a policy of “critical engagement” toward North Korea. This
means that the EU maintains engagement initiatives towards Pyongyang.
Most notably, Brussels has a political dialogue with the Kim Jong-un
regime, provides aid to vulnerable North Koreans, and supports educational
and cultural initiatives.!> Having said that, engagement has taken a back
seat in recent years. The bilateral dialogue has been interrupted since 2015,
and aid and people-to-people exchanges have been decreasing. EU member
states have hosted track-2 meetings with North Korea, and the European
Parliament has maintained a dialogue with Pyongyang, which shows that
support for engagement still exists. But North Korea’s development of its
nuclear program has limited its scope.

The critical component of the EU’s North Korea policy, on the other
hand, has become more prominent in recent years. Above all, the EU has
been implementing UNSC sanctions on North Korea, has adopted its own
autonomous sanctions on the Kim Jong-un regime, and, more recently,
has been pressing third countries to implement the sanctions regime on
Pyongyang. Sanctions target North Korea’s nuclear program, other WMD
programs, and ballistic-missile related programs.'® In other words, the EU’s
critical, sanctions-based North Korea policy is directly related to nuclear
non-proliferation and disarmament.
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The list of restrictive measures pursued by the EU in the context of UN
Security Council and its own autonomous sanctions on North Korea include
export and import restrictions of arms, dual-use goods, petroleum, crude
oil, and a host of other materials; prohibition of the import by North Korea
of foods, agricultural products, and machinery; prohibition of the export to
North Korea of industrial machinery and transportation vehicles; restric-
tions on the provision of certain services; restriction on financial support for
trade; prohibition on investment by North Korea; prohibitions and restric-
tions related to the financial sector; inspections and information sharing on
transport to and from North Korea; the seizure and impounding of North
Korean vessels suspected of involvement in illicit activities; suspension of
scientific and technical cooperation; restrictions on admission and residence
of North Korean nationals; freezing of funds and economic resources; and
restrictive measures on specialized teaching or training, North Korean dip-
lomatic missions and staff, and North Korean workers.!” This is a very com-
prehensive list going well beyond North Korea’s nuclear activities, as was
the case with sanctions imposed before 2016. It shows that the EU’s policy
toward North Korea’s nuclear program has clearly taken a critical turn over
the last two years.

Brussels’ critical approach toward North Korea’s nuclear program is fur-
ther reinforced by its support for PSI. Originally set up to target Pyongyang’s
proliferation activities,'® over the years PSI has become a useful tool for the
interdiction of North Korea’s WMD, nuclear technology, and missile ship-
ments. The EU itself, as well as all member states, are part of the initiative.
Furthermore, the navies of member states such as France, German, Spain,
and the United Kingdom have been involved in the interdiction of North
Korean shipments.!® That is, the EU is willing to use forceful measures to
stop proliferation from North Korea.

This critical approach falls within the EU’s policy of building on effec-
tive multilateralism. Most notably, Brussels has sought to strengthen the
role of the UN Security Council and to strengthen identification, control,
and interception of illegal trafficking. This makes sense insofar as most of
North Korea’s proliferation activities seem to have the Middle East as their
final destination. Considering the difficulties in building a stable environ-
ment in the region and in cooperating with countries with which diplomatic
relations could be better, it makes sense for the EU to focus on the source
of proliferation activities.

From a European perspective, cooperation with Korea on the imple-
mentation of sanctions and the continuous use of PSI is desirable. After
all, Seoul has made clear that it will continue to implement the existing
sanctions regime on North Korea until the Kim Jong-un regime takes sig-
nificant steps toward denuclearization. This also fits with the EU’s policy



Nuclear non-proliferation and Disarmament 39

of cooperating closely with partners. As explained above, this is the least
developed of the three policies that the EU is pursuing to achieve non-pro-
liferation and disarmament. It can be done through the regular EU-Korea
Dialogue on Non-proliferation, Disarmament and Arms Control.

From the perspective of the EU, building on effective multilateralism
in dealing with North Korea’s nuclear program also involves supporting
the work of international organizations. Most notably, IAEA. If the current
inter-Korean rapprochement and, especially, US—North Korea engagement
processes continue, there is potential that North Korea will take significant
steps toward denuclearization. Previous agreements on the denuclearization
of North Korea have fallen apart, among others, due to problems regarding
the verification of Pyongyang’s compliance with its commitments.?’ IAEA
would be the key organization leading the verification process.?! South
Korea is also a member of the IAEA. It is also a very active member. For
example, Seoul acted as the Chair of the IAEA Nuclear Security Conference
in 2016 at the ministerial level.”> And it has an interest in the verification
of North Korea’s denuclearization. From a European perspective, IAEA is
an organization that both the EU and Korea can work together to support.

Working with South Korea also involves bilateral cooperation. There is
a deep level of trust between Brussels and Seoul, as illustrated by the agree-
ments on the three key areas that they have signed. Furthermore, South
Korea is a country with the necessary expertise and financial and human
resources to work on nuclear non-proliferation and disarmament — not to
mention a strong incentive to do so due to North Korea’s nuclear program.
Equally relevant, South Korea’s existing regulatory framework is similar
to the EU’s.?® Plus, there is an existing forum in the form of the EU-Korea
Dialogue on Non-proliferation, Disarmament and Arms Control that can be
used as a platform to strengthen bilateral cooperation. From a European per-
spective, this combination makes Korea an ideal partner to deal with North
Korean non-proliferation and disarmament. Indeed, High Representative
for Foreign Affairs and Security Policy Federica Mogherini has frequently
stressed cooperation with Korea on this issue.?

South Korea’s perspective on denuclearization and disarmament

North Korea has always linked peace treaty negotiations together with
nuclear talks in the attempt to bring to the forefront the quest for peace,
which is fundamental but has been treated as secondary. In 2008, the two
Koreas and the US agreed to discuss not only denuclearization but also
confidence-building measures. These two goals may or may not be pursued
simultaneously, but can certainly be pursued in parallel.® Right after the his-
toric summit, North Koreans emphasized that President Trump committed
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to providing a security guarantee to North Korea and establishing new US—
North Korea relations for the peace and prosperity of the North. It also said,
“If the US takes steps to improve relations first, North Korea can take the
next step.”? If talks with North Korea are viewed as a zero-sum game, the
actors involved will soon face a scenario where they are forced to make
strategic decisions in relation to multiple dilemmas.

The current circumstances leave us with the following questions: why
has progress on inter-Korean relations been possible only in a limited fash-
ion during the five months between April and September? Why did the
denuclearization talks between the US and North Korea make little progress
after the Singapore summit? What is the outlook for denuclearization and
the establishment of a permanent peace regime on the Korean peninsula? To
answer these questions, it is crucial to understand in what ways the ongo-
ing negotiation differs from those of the past and which are the challenging
dilemmas that must be resolved.

The origin of the problem

The states involved in North Korea’s denuclearization do not address inter-
linked issues at the same time, but rather try to address them separately,
which is where problems arise. North Korea wants to talk directly with
the US regarding denuclearization while discussing other issues with South
Korea. The inter-Korean summit at Panmunjom in April did not discuss
nuclear issues in depth, but merely confirmed the North’s willingness to
denuclearize. Realizing that inter-Korean dialogue cannot go ahead of the
talks on denuclearization, South Korea acted as an honest broker to facil-
itate negotiations between North Korea and the US on denuclearization.
However, negotiations on details between the US and North Korea have
failed to take place in the months following the talks. It turns out that slow
negotiations between North Korea and the US eventually led to a lack of
speed in inter-Korean dialogue.

The problem of prioritizing actions by concerned parties is the biggest
challenge. The provision of security guarantees to North Korea will only be
possible when denuclearization has been fully achieved. However, North
Korea is asking the US to decide to build trust and demanding a declared
end to the decades-long Korean War before it will move forward with denu-
clearization. Washington has been wary of agreeing to a declaration to end
the Korean War as North Korea has only verbally demonstrated its willing-
ness to denuclearize while continuing suspicious research and development
activities in its nuclear- and missile-related facilities.”” The US is concerned
about the ramifications of the “end-of-war declaration” that may spark
debates on the status of the UN Command on the Korean Peninsula, as well
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as the role of US Forces in Korea. Currently, South Korea downplays the
significance of the declaration as a symbolic event. Recalibrating the time-
line between the two Koreas and the US is key to push forward the negotia-
tions and avoid the dilemma of competing interests.

The real question is whether South Korea and the US are ready to accept
a new equilibrium of the military balance on the Korean peninsula. North
Korea has presented a set of conditions for denuclearization. It has long
argued that the termination of US hostilities and the denuclearization of
the Korean Peninsula should begin with the withdrawal of US troops from
South Korea.”® Although the North has not directly linked the withdrawal
of US troops with the “end-of-war declaration” in 2018, the issue will cer-
tainly arise in the process of discussing the establishment of a peace regime
in the long run. This is because North Korea regards the “end-of-war dec-
laration” as merely the first step of a longer process that will be concluded
only with a peace treaty.”

North Korea is concerned about a change of the military balance on the
Korean Peninsula after denuclearization. There are two ways to solve this
problem. One is that North Korea increases its conventional forces with
asymmetric capabilities vis-a-vis South Korea. We witnessed many new
weapons systems during the military parade held on the 70th anniversary
of the foundation of North Korea in 2018.3° At the military parade to cel-
ebrate North Korean ruling party’s 75th anniversary, North Korea showed
off not only its biggest-yet ICBM but also a variety of solid-fuel weapons
systems whose missile range covers the entire Korean peninsula.®! Another
possible solution could generate from an extensive change in South Korea’s
military posture, including changes in the combined military capabilities of
the USA-ROK alliance. The latter hypothesis seems, however, the most dif-
ficult to predict, especially in the short term. Although South Koreans want
better relations with the North, there will likely be a limit to their conces-
sions. Many in South Korea argue that the US extended deterrence, which
includes conventional countermeasures, has to remain unchanged even
after denuclearization. Despite the limits imposed by the peculiar nature of
its strategic partnership, it is in South Korea’s interest to decouple the alli-
ance issue from nuclear issues.

Nonetheless, a peace treaty cannot relieve North Korea’s security anxi-
ety entirely. The uncertainty of the future will not vanish because the North
has so far argued that Washington’s demands for denuclearization are noth-
ing more than an attempt to disarm North Korea.*> North Korea’s logic is as
follows: after North Korea completely denuclearizes, the US will possess
all military capabilities, including nuclear and conventional strike capabili-
ties. But in denuclearizing, North Korea loses its nuclear retaliatory meas-
ures and the military balance shifts between the two sides.*
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It is not yet clear whether or not we can solve the dilemma that arises
when we pursue disarmament and denuclearization. First, the implementa-
tion of disarmament before denuclearization is an impediment to nuclear
talks. The prospect of weakening conventional forces through disarmament
prior to the achievement of full denuclearization will only motivate North
Korea to further rely on its nuclear capabilities. Therefore, North Korea is
more likely to demand that the US—South Korea alliance disarm first. A
tug-of-war over the demands of the US—South Korea alliance to change its
military posture toward North Korea will subsequently occur, likely stalling
denuclearization negotiations. Second, if North Korea does not have nuclear
weapons, it must rely on conventional forces to ensure that the new balance
of power is not disadvantageous to the regime. Therefore, after denucleari-
zation, it will be difficult for North Korea to proceed with disarmament.

Many welcomed the outcome of the inter-Korean summit in September,
seeing that the two leaders had reached the strongest possible agreement to
ease military tensions.* The agreement between the two Koreas was made
to the fullest extent, but at the same time the agreement between the two
Koreas is only a return to the armistice regime, if it is fully implemented.
This means that the two sides essentially agreed to maintain the status quo.
Military support for the connection of road and railways between South and
North Korea was already agreed to in 1992, and the operation of the Joint
Military Commission was agreed to in 2007. Peaceful use of the DMZ,
the Han River estates, and the demilitarized zone are also stipulated in the
armistice agreement. The two Koreas agreed to withdraw guard posts closer
than 1 km across the Military Demarcation Line from each side. However,
their presence in the first place was a violation of the armistice treaty. In this
regard, one can argue that the two Koreas reconfirmed their commitment to
fulfill their obligations under the armistice treaty. The problem was not that
the two sides failed to reach an agreement, but that they failed to keep the
agreement.

Past experiences and lessons learned

The history of inter-Korean dialogue on the military sector shows that past
problems arose in the process of discussing confidence building through
arms control and disarmament measures. In general, trust building is under-
stood as an act to promote mutual understanding and trust through inter-
action, exchange, and consensus.** The concept, however, is defined by
scholars in a broad sense, “to work systematically to reduce mutual hostil-
ity and increase a friendly atmosphere.” It can be understood as “a special
national act that enhances understanding and trust in mutual security and
military affairs.”¥’According to the UN definition, the building of trust is
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to prevent hostile activities and increase mutual trust.*® In this sense, confi-
dence building should be an integral part of the denuclearization and estab-
lishment of a peace regime on the Korean Peninsula.

The agreement on reconciliation, non-aggression, and cooperation
between the two Koreas, adopted in December 1991, establishes the goal of
“building and operating a joint military committee in the South and North to
discuss and promote the matters of military confidence and disarmament.”**
The agreement on the operation of the Joint Military Commission signed in
May 1992 was also aimed at ending the impasse between the two Koreas
and discussing disarmament issues. The two Koreas created a military com-
mittee that met from March to September 1992 to draw up an addendum
to the non-aggression agreement. Although the June 15 Joint Declaration
of 2000 did not specify military confidence-building measures, it included
the following phrase: “We decided to strengthen mutual trust by activating
cooperation and exchanges.”* Accordingly, the two Koreas discussed how
to guarantee military support for the exchange and cooperation through 20
military working-level talks between November 2000 and December 2003.
In September 2002 and January 2003, the Koreas adopted a provisional
agreement on connecting railways and roads between the North and South.
The second round of inter-Korean general-level military talks in June 2004
adopted an agreement on the prevention of accidental clashes in waters off
the West Sea, suspension of propaganda activities in areas of the Military
Demarcation Line, and elimination of propaganda means. There was a pro-
visional agreement on easing military tensions at the fifth general-level
military talk in May 2007.4!

Following the second inter-Korean summit in October 2007, the
two Koreas announced, “We agree to hold defense ministerial talks in
Pyongyang in November to discuss building military confidence.” The sec-
ond round of Ministerial Talks produced an agreement on practical meas-
ures to end military hostility, ease tension, and guarantee peace; comply
with non-aggression obligations; take measures to prevent accidental mili-
tary clashes and ensure peaceful use of the West Sea; pursue mutually ben-
eficial cooperation for the establishment of a permanent peace regime; and
take measures to support inter-Korean exchange and cooperation projects.
It was also decided to proceed with the operation of a consultative body to
implement the agreement. The Agreement on the Implementation of the
Panmunjom Declaration in September 2018 did not add anything new to
the previous agreement, but rather reiterated the content of the existing
agreement.

A review of the list of key documents highlights that the two Koreas
produced too many agreements. The question remains as to why the agreed
measures have not been fully implemented. When seeking the cause of the
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problem, we can raise the following question. Is it a lack of political will or
a structural problem that has caused the delay of implementation of confi-
dence-building measures?

The April 2018 Panmunjom Declaration for Peace, Prosperity and
Unification of the Korean Peninsula reflects the sense that inter-Korean
issues should no longer be subject to external variables while expressing
the willingness of both parties to lead new changes as the directly con-
cerned parties of the Korean problem. It states that the two Koreas will
bring forward a future of co-prosperity and unification led by Koreans. The
September 2018 Pyongyang Declaration reaffirmed the principles of inde-
pendence and self-determination of the Korean nation, and agreed to con-
sistently and continuously develop inter-Korean relations.

First of all, it is noteworthy that problems were caused by a combina-
tion of conflicting interests on each side and security environment vari-
ables. The ninth inter-Korean high-level talks and follow-up meetings of
the joint nuclear control committee in November 1992 were suspended
when the North boycotted the meeting to express their opposition to
South Korea’s holding of a joint military exercise with the US. In 1993,
the South Korean government proposed meetings between representatives
of high-level inter-Korean talks, but the talks were postponed eight dif-
ferent times. Even as working-level contacts were being suspended, the
alliance’s Operational Plan 5027 was reported in the media and IAEA
inspectors left the North, after which fuel rods were unloaded from the
SMWe reactor in Yongbyon.

The second nuclear crisis, which arose over suspicions regarding the
uranium-based nuclear program in 2002, did not give much momentum to
the discussions on building trust under the June 15 Joint Declaration at the
inter-Korean summit. The third inter-Korean general-level military talks
were held in March 2006 after a delay of 21 months, partially owing to the
change in atmosphere caused by the September 19 Joint Declaration of the
Six-Party Talks. However, talks were again suspended due to the North’s
missile launches in July 2006 and its first nuclear test in October 2006.
Meanwhile, the fifth inter-Korean general-level military talk was held and
the two Koreas resumed discussions on the prevention of clashes in the
West Sea and turning the area around the Northern Limit Line into a joint
fishing zone. The talk was able to be held after North Korea took initial
steps to implement the September 19 Joint Declaration of the Six Party
Talks. However, denuclearization measures were suspended due to conten-
tion over the accuracy of North Korea’s reports of its nuclear program, and
all other meetings were suspended again due to North Korea’s missile test
in April 2009 and the second nuclear test in May, which was followed by the
UN Security Council resolution to sanction the country.
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Second, the interests between the two Koreas were very different.
South Korea emphasized the systemic and institutional aspects of build-
ing trust, while North Korea focused on specific issues. When we compare
the agendas discussed at inter-Korean summits and follow-up meetings in
the 2000s, it is evident that there is a difference in the interests of the two
sides. South Korea presented a comprehensive agenda, including regular
meetings of defense ministers, the establishment of a South—North Military
Commission and Military Working Committee, exchange of information on
the movement of troops, multiple communication lines, and so on. On the
other hand, the North focused on issues limited to banning military actions
that impeded the implementation of the joint declaration, ensuring civilian
exchanges and cooperation, and opening the Military Demarcation Line and
Demilitarized Zone.

As a result, overlapping interests between the two sides were limited to
the suspension of psychological warfare and the removal of DMZ prop-
aganda equipment, the main concerns of North Korea. Other basic trust-
building measures such as notification prior to military exercises, personnel
exchanges, and the installation of military hotlines were not implemented.
The table below shows that the overlap of major concerns between the two
sides is not large.

If North Korea’s endgame is to establish a zone of peace throughout the
entire Korean Peninsula, an essential step is to understand what actors mean
when they refer to the peace regime on the Korean Peninsula. There may be
differences in how a peace regime is established, whether establishment can
be accomplished simply by signing a peace treaty, or whether a system that
guarantees mutual implementation must also be established. Thus far, when
the peace regime has been discussed, the countries concerned have used a
number of terms. The US has used the terms “regime” or “arrangements,”
while North Korea has preferred the term “treaty.” Clearly, each side has
differing endpoints in mind. Another issue is that the order of implementa-
tion depends on priority. In other words, the order of follow-up measures
may vary depending on whether we prefer to prioritize improving diplo-
matic relations, resolving distrust, or concluding negotiations for political
purposes. If the focus is on improving diplomatic relations and building
military confidence, the remaining speed of implementation can be adjusted
according to the progress of denuclearization. However, if a compromise
needs to be reached quickly, actors may be able to focus on signing a pro-
visional document. In this case, it is possible that a peace treaty will be
reached at the midpoint of the denuclearization roadmap, which could be
the worst-case scenario.

The key lesson learned from the past experience of negotiating denu-
clearization and disarmament with North Korea is that, unless there
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Table 2.2 Comparison of agenda items proposed by North and South Korea

South Korea North Korea

Follow-up meetings after the inter-Korean summit in 2000

— Military tension relief and peace — Ban on military action in violation of
efforts to implement the joint the declaration
declaration — Support to exchange and cooperation

between two Koreas
— Regularization of defense ministerial
talks
— Installation of the Military
Commission and Working
Committees
— Notification of troop movements,
exchange of military personnel,
exchange of military information
— Military Affairs Related to the
Inter-Korean Railway and Road
Connection
— Joint monitoring of the Military
Demarcation Line and the
Demilitarized Zone
Follow-up meetings after the inter-Korean summit in 2007
— Stop psychological warfare
— Stop referencing North Korea as the

main enemy
— Redefine the rules of engagement
— Designate a Joint Fishing Area and — Reset the Military Demarcation Line
Peace Zone within this area in the in the West Sea
West Sea — Designate a Peace Zone and Joint
Fishing Area south of the Northern
Limit Line
— Military support for inter-Korean — Military support to exchange and
cooperation projects cooperation, such as the passage of

Haeju Port and Jeju Strait

— Direct telephone installation between

top military authorities
— Operation of the Inter-Korean

Military Commission for the Peaceful

Solution of Conflict
Solve POW issues and jointly recover

remains of war dead
Implementation of denuclearization

measures
— Stop the flow of forces from abroad
and suspend joint military exercises
with foreign forces
— Active pursuit of implementing “end-
of-war declaration” and removal of
obstacles that put brakes on those efforts
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are fundamental changes to the security environment, it is difficult to
implement any negotiated agreement. It is key to reach a point where
the antagonistic structure on the Korean Peninsula can shift, and denu-
clearization is one of the solutions that we put on the table to reach this
milestone. However, the goal of complete, verifiable dismantlement of
North Korea’s nuclear program will be extremely difficult to achieve.
Resolving the issue of the possible military dimension is the greatest con-
cern at hand. Inspecting undeclared facilities has always been a point of
intense dispute. There are remaining questions such as “Can we deny
North Korea’s potential capabilities, including its R&D program, for
civilian purposes?” or “Can we make sure that all the people involved
in the nuclear program will no longer be under North Korea’s control?”
North Korea may expect that the parties concerned may be able to con-
sider choosing between leaving some ambiguity and continuing talks to
draw out a diplomatic solution. In these circumstances, trust building
remains a distant future task.

Another lesson that South Koreans have learned from the past is that
the US includes Korea as part of its regional strategy. Traditionally, the
alliance concept has focused on the US—South Korea combined defense in
line with the military confrontation between the two Koreas, and the North
Korean threat may have been a reason to delay transforming the alliance
into a comprehensive partnership in the post-Cold War era. Any change
should be considered in a direction that is realistic and elastic, minimizes
risk and uncertainty, and prepares for the minimum-to-maximum variation
depending on how the roadmap for denuclearization confidence building is
pursued. Unless all parties concerned are ready to discuss a new equilib-
rium on the Korean Peninsula, talks on the “denuclearization of the Korean
Peninsula” may come to a halt once again.

However, lessons learned from the Confidence Building Measures
(CBM) in Europe are that CBM constitutes a practical tool to consolidate
stability and facilitate political dialogue in post-conflict areas, and build-
ing mutual trust is a by-product of the process of promoting the basis for
reconciliation. One may argue that disarmament on the Korean peninsula
would be possible when two Koreas overcome root causes of the problem,
which is a competition for legitimacy between the two Koreas. However,
European arms control measures designed to transcend the competition of
the moment could make progress under a given political context.*? After
decades of limited implementations, CBM in Europe could be enhanced
once a general understanding about détente was in place, together with the
political will to promote cooperative security. Similarly, the ongoing diplo-
matic efforts for the establishment of peace on the Korean peninsula can be
a driver to change the security environment.
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Conclusion

Nuclear non-proliferation and disarmament cooperation is one of the cor-
nerstones of the security relationship between Korea and the EU. North
Korea’s nuclear program and proliferation activities to the Middle East
help to explain the interest that Brussels has in dealing with this issue.
From a European perspective, Pyongyang’s nuclear activities are as much
of a threat to the international community and its strategic partner, South
Korea as they are to the EU. Considering the instability in the Middle East
and weak diplomatic relations with many countries in the region, it makes
sense for the EU to focus on the source of this problem rather than on
recipient countries.

From South Korea’s perspective, negotiations with North Korea will
be a long journey because there are so many obstacles to be cleared in
the way. In order to keep the momentum of engagement with the North
and ensure that international coalition to prevent North Korea from walk-
ing out of talks, a mechanism of multilateral efforts must be sought after.
Considering lessons learned from the European case, cooperative works
between South Korea and the EU are much needed in areas of building
a denuclearization roadmap, implementing confidence-building measures,
and strengthening control over strategic trade until the goal of denucleari-
zation is achieved.

Starting from 2016, the EU has taken a critical approach to dealing with
the North Korean nuclear issue. For the most part, this has involved ever-
more sanctions and continuous implementation of PSI. Cooperation with
Korea on the two of them has been forthcoming. However, the EU can
improve cooperation with Korea on this issue by strengthening IAEA,
building on and upgrading bilateral links, and improving communication.
These will be particularly important if Pyongyang takes steps toward denu-
clearization, proliferation becomes less common or even ceases, and the
main concern is to ensure that North Korea’s nuclear program does not
become an issue again in the future.

Looking ahead

The EU and Korea upgraded their relationship to a strategic partnership
in May 2010, holding their first-ever High Level Political Dialogue in
November 2011. While pre-existing and still-ongoing head of government
summits are important to signal the close relationship between both partners
and to provide the framework for cooperation, it is the High Level Political
Dialogue and related dialogues, meetings and working groups that provide
concrete substance to Korea—EU relations. Thus, Brussels and Seoul now
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have an institutionalized framework that could be used to enhance bilateral
cooperation in nuclear non-proliferation and disarmament.

Both the EU and Korea attach great importance to the upholding and
application of international legal instruments and the work of international
institutions, use similar non-proliferation instruments, and have only rela-
tively recently developed a comprehensive non-proliferation framework —
to a large extent their respective frameworks have been institutionalized
post-9/11. This can serve as the basis for effective bilateral cooperation,
particularly since Brussels and Seoul share a concern in relation to North
Korea’s proliferation of WMD. Thus far, however, a bilateral EU-Korea
Non-Proliferation, Disarmament and Arms Control dialogue has been the
only venue for regular discussion of potential cooperation between the two
partners. Therefore, there is ample scope to strengthen relations on this
issue. There are four specific areas of potential enhanced bilateral coopera-
tion including:

1. Jointly pressing for universal adoption and application of international
law. Both Korea and the EU are key stakeholders in international legal
instruments and organizations such as IAEA, thanks to their enduring
diplomatic and material support for them. With international law and
cooperation being under threat due to misgivings about their effective-
ness, it is imperative for Brussels and Seoul to set an example for the
rest of the international community by continuing to implement exist-
ing agreements, taking a leading role in their updating as necessary,
and generally emphasizing the need for existing legal instruments and
organizations to be supported.

2. Strengthening of joint implementation of their regulatory frameworks.
Korea and the EU have similar regulatory frameworks in the area of
WMD non-proliferation, resulting in comparable instruments and
implementation actions.* Joint implementation, however, has not been
forthcoming. The regular EU-Korea Dialogue on Non-proliferation,
Disarmament and Arms Control could be upgraded to a permanent and
more regular mechanism to discuss and foster joint implementation.
This would allow for best practice sharing and set an example for the
international community.

3. Discussion of their respective monitoring and updating processes. The
EU has a regular, open, and transparent process for the monitoring and
updating of its non-proliferation regulatory framework, instruments,
and implementation actions. Korea currently lacks such a process and
relies on ad hoc amendments to existing legislation instead.** Regular
discussion of their respective monitoring and updating processes could
serve to learn from each other and adopt best practices.
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Institutionalization of public—private communication channels. The
EU has established the EU Non-Proliferation Consortium, managed
by four think tanks taking a leading role in discussing and helping
to action non-proliferation initiatives with multiple partners.* Korean
delegates have participated in consortium initiatives, and the consor-
tium has already organized a seminar involving IFANS, KNDA, and
the Korea Nuclear Policy Society (KNPS) held in October 2016 in
Seoul.*® These communication channels should be strengthened and
eventually institutionalized, since private actors can conduct activities
not always politically feasible for government agencies and can bring
new ideas about a given issue.

The implementation of these priorities would not be excessively resource-
intensive or costly for Korea and the EU. Indeed, implementation would
involve making use of existing mechanisms and thus building on the expe-
rience of bilateral and multilateral cooperation that the two partners have
accumulated over the years.
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3 EU-ROK cooperation on
cyber-security and data
protection

George Christou and Ji Soo Lee

Introduction

The increased everyday use of the Internet and associated information and
communication technologies (ICTs) has created new opportunities for con-
sumers, business, and government, but also new risks and threats in the
form of cyber-crime, cyber-espionage, and cyber-warfare. The global, bor-
derless nature of cyber-space means that no one person, state, or organiza-
tion is immune to such threats, and, equally, that any solutions addressing
such threats must be coordinated at an international level. Thus the issue
of securing cyber-space and creating a trustworthy digital environment has
risen up the political agenda and become a priority issue and a pressing
challenge in the twenty-first century. Indeed, both the EU and ROK real-
ize the necessity of international cooperation in order to ensure that the
digital challenges and threats can be addressed through both a common
global vision for the Internet and norms for cyber-space that will enable
safe, secure, and sustainable digital growth.

To this end, the EU and ROK established a bilateral cyber-dialogue in
2013 and are like-minded normatively and in their agreement on the appli-
cability of international law to cyber-space; they also play a key role in
relevant regional and multilateral settings, promoting confidence-building
measures and laws and norms for state behavior in cyber-space. Thus, the
EU and ROK provide mutual reinforcement in critical regional and mul-
tilateral settings, although it can be argued that more could be done at a
practical and substantive level of cooperation on cyber-security issues. In
relation to data protection, a central issue in recent years has been that of
the compatibility of the ROK data protection laws with that of the GDPR.
This said, substantive efforts have been made to resolve this issue through
reforming the ROK data protection laws and intensive consultation and
cooperation between the ROK and the EU. Indeed, considerable progress
had been made at the time of writing this chapter on advancing the adequacy
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process in the ROK, indicating a high level of cooperation and convergence
between the EU and ROK on data protection issues.

In order to provide a more comprehensive understanding of the EU and
ROK approaches to cyber-security and data protection — and importantly —
issues related to cooperation in these areas, this chapter is structured as fol-
lows. Sections I and 11 will outline the respective approaches of the EU and
ROK. Section III will discuss issues in relation to international activity and
cooperation, and the final section will then outline the main implications in
relation to future cooperation on cyber-security and data protection between
the EU and ROK.

The EU’s approach to cyber-security and data protection
Cyber-security

The EU’s approach to cyber-security has evolved over time in an ad hoc
manner. It has incorporated and reflected the institutional logics of the
EU actors that have been responsible for constructing the varied strands
of cyber-security policy. These strands include, broadly: cyber-crime and
cyber-attacks, dealt with in the main by Directorate Generals Justice and
Home; Network and Information Security (NIS), which encompasses
Critical Infrastructure Protection (CIP) and Critical and Information
Infrastructure Protection (CIIP), dealt with predominantly by Directorate
General Connect; and finally, a cyber-defense element that falls under the
CSDP mandate. The EU Cybersecurity Strategy (European Commission
and High Representative 2013) delineates the above strands as strategic
priorities, and adds two further dimensions: (1) Developing the industrial
and technological resources for cyber-security; (2) Establishing a coher-
ent international cyber-space policy for the EU in order to promote core
EU values; with enhanced efforts to enhance cyber-diplomacy being added
after 2015.

The EU’s efforts in cyber-security have not only been triggered by sin-
gular defining events but also by evolving trends. Within cyber-security and
cyber-crime, persistent everyday cyber-breaches and major attacks, such
as that on the power grid in Ukraine in 2015, Russia’s attempts to influ-
ence democratic processes and elections in the US and Europe, and attacks
against EU institutions, have increased threat perceptions and incentiv-
ized the EU to enhance significantly its ability to deal with cyber-attacks
(ENISA Threat Landscape Report 2017; IOCTA 2018). Moreover, there is
a general consensus that the Russian-sourced, distributed denial of service
(DDoS) attacks on Estonian public and private institutions and infrastruc-
ture in 2007 were critical moments in which the EU and NATO were forced



EU-ROK cooperation on cyber-security 57

to radically rethink their common approach to network protection and infor-
mation security. Since then, the EU’s policy across its different cyber-secu-
rity mandates has evolved incrementally.

Its approach was consolidated in the first Cybersecurity Strategy of the
EU (European Commission and High Representative 2013). At the core
of the Strategy is the Network and Information Systems (NIS) Directive,
which was implemented! by EU Member States in May 2018. The aim of
the Directive is to advance institutional preparedness among the Member
States for cyber-events by developing a functioning national/governmen-
tal Computer Emergency Response Team (CERT); establish prevention,
detection, mitigation and response mechanisms for information sharing and
mutual assistance amongst national NIS competent authorities; promote
cross-border EU-wide cooperation through an EU NIS Action Plan; and
improve the engagement and preparedness of the private sector through the
reporting of major NIS incidents to national NIS-competent authorities.

Other initiatives, such as the contractual Public Private Partnership
(cPPP) (European Commission 2016a), have aimed to stimulate the inno-
vation and competitiveness of Europe’s cyber-security industry, whilst
the proposed Cybersecurity Act (Council of the European Union 2018)
— part of the broader Cybersecurity Package introduced in 2017 — seeks
to strengthen the EU’s cyber-resilience, deterrence, and defense through
a variety of initiatives (European Commission 2017b). Beyond this, and
highlighting the increasing significance of cyber-security at EU level, the
European Agenda on Security (European Commission 2015b) and the
Joint Framework on Countering Hybrid Threats (European Commission
and European External Action Service, 2016) provide strategic guidance
on cyber-security and cyber-crime. Cyber is also recognized as a prior-
ity area in the EU’s Communication Launching the European Defence
Fund (European Commission 2017c¢: 3), and is included in the European
Commission Communication on achieving an effective and genuine Security
Union (European Commission 2016b). Importantly, the EU Global Strategy
(Council of the European Union 2016, p. 22) points to the importance of
fostering a “common cyber security culture” in order to raise preparedness
for cyber disruptions and attacks.

The EU’s approach to cyber-security is normatively underpinned by
broader principles and guidelines that have been defined for Internet gov-
ernance, stability, and resilience (European Commission 2011; European
Commission and High Representative 2013; European Commission 2009,
2014). The EU approaches the global Internet as a public or collective good
that should be available to and accessible by all. There is a normative view
that use of the Internet should not be restricted or limited to any citizen,
the exception being with regard to measures and instruments that are used
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in order to prevent harm to others. Furthermore, for the EU it is clear that
“Cybersecurity can only be sound and effective if it is based on fundamen-
tal rights and freedoms as enshrined in the Charter of Fundamental Rights
of the European Union” (European Commission and High Representative
2013, p. 4).

There is also a very clear EU idea on the governance model of choice for
the Internet and cyber-security policy more specifically, that of multi-stake-
holderism (see European Commission 2009; and European Commission
and High Representative 2013). Whilst the multi-stakeholder vision is born
from the very complexity of the Internet — and is shared by many states
(e.g., the US, Japan, ROK, Canada, and Australia), it is highly contested
by those states (e.g., Iran, Russia, China, India) that consider (1) the US to
hold too much power over the management of the Internet; (2) themselves
to be under-represented in the existing global Internet governance institu-
tions and that wish to see much more governmental involvement in cyber-
space through the International Telecommunication Unions (ITU) — that is,
a traditional intergovernmental rather than a multi-stakeholder approach.

The EU also places great importance on the global context and interna-
tional cooperation for ensuring security in cyber-space. The EU is clear in
its position that without cooperation and collaboration with international
partners (public and private) to create global principles compatible with
EU values, the EU’s attempts to construct its own resilient cyber-security
policy will be fundamentally weakened, as will the stability and interoper-
ability of the Internet. Global disagreement and contestation, for example,
on the role of technical standards, data protection, and privacy, who should
control and regulate the Internet, norms of behavior, and the appropriate
legal conventions for fighting cyber-crime (e.g., the Council of Europe’s
Convention on Cybercrime 2001) can undermine any attempt to create a
secure cyber-space for all.

The EU’s normative approach bodes well for positive cooperation with
the Republic of Korea (ROK) in cyber-security on several fronts. First, both
the EU and ROK are like-minded on the question of the application of inter-
national law to cyber-space; this, in contrast to states such as North Korea
and China that are perceived to regularly contravene the laws. Indeed, the
former is suspected to have orchestrated several cyber-attacks on ROK
computer systems, including attacks on television stations on banks (March
2013) and Korea Hydro and Nuclear Power (Dec 2014). Second, the EU
and ROK are normatively aligned on the international vision for the gov-
ernance of the Internet — in terms of both defending and sustaining a safe,
open, and stable Internet, but also as an enabler for sustainable develop-
ment. That is, the Internet as an additional tool for integrating developing
countries into the global economy (European Parliament 2015, p. 9). The
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decision to launch the EU-ROK cyber-dialogue, taken in November 2013,
aimed at strengthening bilateral and regional collaboration and cooperation
on global cyber-issues — with the 4th Meeting in January 2018 focusing
on confidence-building measures, the applicability of international law and
norms of responsible state behavior in cyber-space (EEAS 2018a).

The EU, then, has an evolving framework of initiatives and clear nor-
mative principles within which to create a “reliable, safe and open cyber
ecosystem” (European Commission and High Representative 2013). The
EU also has numerous instruments, institutions, and agencies (e.g., ENISA,
EC3, EDA) at its disposal with regard to pursuing its Cybersecurity
Strategy. These range from voluntary arrangements (to ratify the Budapest
Convention), incentives, dialogues, and platforms for cooperation and coor-
dination (e.g., the cPPP), to more formal, mandatory requirements, such
as the NIS Directive and the GDPR which, respectively, compel the rel-
evant stakeholders to report cyber-incidents, and ensure the privacy and
protection of the data of EU citizens in Europe and beyond. There has been
some progress on achieving certain aspects of the Cybersecurity Strategy.
For example, the NIS directive is being implemented, and the European
Cybercrime Centre (EC3) has been able to support EU law enforcement
authorities to prevent and investigate cross-border cyber-crime (EC3
Report 2017). Here, novel operational governance mechanisms such as the
Joint Cybercrime Task Force (J-CAT) have evolved to combat the threat of
transnational cyber-crime (Christou 2018). ENISA has also provided essen-
tial support to Member States in providing guidance on EU NIS legisla-
tion (e.g., on reporting incidents), and, among other things, in alerting and
preparing Member States through cyber-exercises of the minimum national
requirements and capabilities needed to respond to any cyber-attack.

Whilst the least mature in terms of the EU’s strands, in cyber-defense,
Member States did agree on the EU Concept for Cyber Defence in EU-led
operations in 2012, allowing operational commanders to create and main-
tain situational cyber-awareness. In the same year, EU Defence Ministers
also agreed to put cyber-defense on the Pooling and Sharing agenda to
facilitate joint working on training and education. The European Defence
Agency (EDA) as the lead agency in this field has also made some progress
in realizing the five key areas agreed in the European Council Conclusions
in December 2013 (European Council Conclusions 2013), in particular in
relation to cyber-training, education, and exercise opportunities for Member
States. In 2017, major attacks such as WannaCry and NotPetya that caused
disruption not just in Europe but globally, catalyzed a revision of the EU’s
Cybersecurity Strategy (European Commission 2017d) and specifically, the
EU Cyber Diplomacy Toolbox (Council of the EU 2017) and the Blueprint
for Coordinated response to large-scale cross-border cyber-security
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incidents and crises (European Commission 2017a). Indeed, in June 2017,
the EU adopted a framework for a joint EU diplomatic response to cyber-
activities; and this was followed up in May 2019 with an EU general frame-
work for its sanctions regime. In addition, an initiative in late 2017 for the
development of an EU Cyber Rapid Response Force was agreed by a num-
ber of EU Member States (initially six—nine at the time or writing) under
Permanent Structured Cooperation (PESCO) (EEAS 2018b).

Given the constant evolution of cyber-threats and their complexity, the
revised cyber-security strategy (2017) builds on the above core strands
and instruments to focus on further enhancing resilience, effective cyber-
deterrence, and stronger cyber-defense through a variety of new proposals,
including most significantly:

e  Strengthening the European Union Agency for Network and Information
Security (ENISA) (creating a European Union Cybersecurity Agency
that would build on ENISA’s work);

e Creating an EU-wide cyber-security certification framework;

Creating a European Cybersecurity Research and Competence Centre;
A new Directive on the combatting of fraud and counterfeiting of non-
cash means of payment to provide for a more efficient criminal law
response to cyber-attacks;

e Framework for a Joint EU Diplomatic Response to Malicious Cyber
Activities and measures to strengthen international cooperation on
cyber-security;

e  Blueprint for Coordinated response to large-scale cross-border cyber-
security incidents and crises.

Whilst in theory such proposals should enhance the governance of EU
cyber-security, they also pose certain questions and challenges in rela-
tion to the EU’s ability to deliver on its objectives. Some have argued for
instance that “the EU has neither properly defined resilience or deterrence
nor made sufficiently clear how it intends to overcome institutional frag-
mentation and lack of legal authority in cybersecurity issues” going on to
point out that controversial issues such as encryption and the harmonization
of criminal law are omitted from its revised strategy (Bendiek et al. 2017).
Others point to the need for further measures to “increase awareness,” and
develop smarter policy and effective governance, in particular in relation
to cyber-hygiene and pan-European collaboration and cooperation (Pupillo
2018). What is clear, is that the revised EU cyber-security signals intent and
ambition and provides a platform for the improvement of the way in which
the EU does cyber-security. Also clear, however, is that for such intent and
ambition to be realized, further reflection is required on the critical concepts
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on which such cyber-security policy is based, and how it will coordinate,
operationalize, and implement its most significant initiatives.

Evolution of data protection (and related) legislation

An important aspect of creating a trustworthy as well as secure digital envi-
ronment for EU consumers is ensuring a robust legal framework for the
protection of citizens’ data. Whilst the EU’s interest in privacy and data
protection dates as far back as the 1970s (Gonzalez 2014), the contem-
porary EU approach to data protection has been underpinned by the 1995
Data Protection Directive (DPD) and its replacement, the General Data
Protection Regulation (2016), which was implemented by Member States
in May 2018. The DPD sought to protect the fundamental (data protection)
rights and freedoms of individuals whilst ensuring that there was no impedi-
ment to the free flow of personal data needed for the continued development
of the single market. The European Commission’s reports (2003, 2007) on
the implementation of the DPD found that the Directive did not achieve its
internal market policy objectives fully, or remove differences in the level of
data protection in EU Member States. Enforcement was also identified as an
area where improvement was needed. Following extensive consultation, the
Commission released a Communication on “A comprehensive approach on
personal data protection in the European Union” (2010) and a proposal fol-
lowed for a new General Data Protection Regulation (GDPR 2012), which
consisted of two legislative proposals:

e A Regulation on the protection of individuals in relation to processing
and free movement of personal data;

e A Directive on the protection of individuals in relation to ‘the process-
ing of personal data by competent authorities for the purposes of pre-
vention, investigation, detection or prosecution of criminal offences or
execution of criminal penalties, and the free movement of such data’
(European Commission 2012, p. 1).

The challenges to data protection brought about by rapid technological and
exponential growth in the scale of data sharing, processing, and collect-
ing, provided the main rationale for such proposals, with a critical issue
being that of enhancing trust in the online environment. This was critical
to Europe’s economic development through its Digital Agenda (European
Commission 2010a), and, more broadly, the European 2020 Strategy
(European Commission 2010b). A key aim of the Regulation, whilst retain-
ing the central principles that underpinned the DPD, was
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to build a stronger and more coherent data protection framework in the
EU, backed by strong enforcement that will allow the digital economy
to develop across the internal market, put individuals in control of their
own data and reinforce legal and practical certainty for economic oper-
ators and public authorities.

(European Commission 2012, p. 2)

The DPD had failed to address the diversity of rules across EU Member
States; the ambition of the GDPR was that it would create uniformity within
the EU.

The acceleration and development of EU policy on data protection and
privacy was triggered by both trends and major defining events. For exam-
ple, data from a Special Eurobarometer survey (2011) revealed, among
other things, that 70% of Europeans were concerned that their personal data
held by companies may be used for a purpose other than that for which it
was collected. This led the European Commission in 2012 to call for com-
prehensive reform of data protection rules in the EU, which would build on
the EU’s Digital Agenda for Europe (European Commission 2010a, p17).
The Snowden disclosures in June 2013 that exposed a number of US sur-
veillance programs involving the large-scale collection of personal data
was significant in further galvanizing the European Commission and other
EU actors to strengthen legislation in privacy and data protection within
Europe and beyond. Thus, since the approval of the GDPR by the EP in
April 2016 (The EP and Council 2016), the EU has proposed the Regulation
on Privacy and Electronic Communications in order to update the e-pri-
vacy directive (which only covers traditional telecoms operators), and,
specifically, align the rules for electronic communications with the GDPR
(European Parliament and Council 2017). It was also significant in spurring
the European Court of Justice to act in reversing key pieces of EU legisla-
tion and initiatives, such as the Data Retention Directive (2006) and the
EU-US Safe Harbour Agreement (the original Max Schrems case in 2013);
the former annulled by the Court in 2014 on the grounds that it represented
an infringement of the individual’s right to privacy, and the latter declared
invalid because it was not seen to protect European citizens’ data against US
government surveillance activities.

Whilst the GDPR is no doubt perceived as a global standard for data
protection it has also faced several challenges internally and externally, and,
in particular, in the transatlantic context. Internally, for example, certain
Member States, whilst implementing the GDPR, have also continued the
practice of retaining data and mass surveillance; and have simply legalized
the right to access data in matters of criminal investigation and national
security (e.g., UK, Germany). [Externally, it has become a significant (but
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not insurmountable) challenge in terms of negotiating agreements with third
countries — where domestic data protection laws do not offer equivalent
protection to that of the GDPR — and where reform is required in order for
the European Commission to grant an adequacy decision that would allow
the transfer of personal data (commercial or otherwise)].

In the transatlantic context, the EU-US Privacy Shield, operational
since August 2016 and the replacement mechanism for the Safe Harbour
Agreement annulled by the ECJ, has also come under stress. Specifically,
another legal challenge in the Irish High court by Max Schrems against
Facebook (2017) related to a secondary EU-US data transfer mecha-
nism (that is still being used), Standard Contractual Contracts (SCCs),
was referred to the ECJ (as with the original) on the grounds that it con-
travened fundamental EU citizens’ rights in relation to continued US sur-
veillance practices. The political mood under the Trump administration
sought to strengthen, or, at the minimum, sustain rather than transform the
legal framework (and loopholes therein) that protects the rights of either
US or indeed foreign citizens against warrantless surveillance. To this end,
President Trump in 2017 signed into law another six years of Section 702
of the Foreign Intelligence Surveillance Act (FISA); a controversial surveil-
lance law that EU policy-makers have lobbied the US government to reform
since Snowden so that provisions for foreigners’ data could be enhanced.
Thus, US intelligence agencies retain the right to access and collect citizens’
data in bulk, which more broadly also challenges the premise and indeed
sustainability of the Privacy Shield Agreement and EU-US transatlantic
data flows (Vermeulen 2018; Lomas 2018). This, even more so, given that
both Facebook and Cambridge Analytica — at the center of a data scandal in
2018 — were both certified by the Privacy Shield (Hill 2018).

Whilst the EU’s second GDPR legislative proposal (Directive) was
penned to address issues relating to access, use, and process of personal
data in relation to police and criminal matters; this has also proved contro-
versial in terms of practice. Again, in the transatlantic context, the EU and
US have specific agreements on the use and transfer of data in police and
judicial matters in the form of an Umbrella Agreement concluded in 2015
(European Commission 2015a). Debates and disputes emerged before, and,
in particular, after the Snowden affair over levels of personal data protection
in the Passenger Name Record Agreement (PNRA) (the transfer of flight
information), the Terrorist Finance Tracking Program (TFTP) (exchange of
financial data through the SWIFT system), and the Mutual Legal Assistance
Agreement (MLA) (facilitating the exchange of information and evidence
in criminal cross-border investigations) (see Vermeulen 2018).

The EU’s priority in the Umbrella Agreement was to ensure that “EU citi-
zens will benefit from equal treatment: they will have the same judicial redress
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rights as US citizens in case of privacy breaches” (European Commission
2015a). This said, the Agreement has been criticized for offering limited
improvement to the privacy rights of European citizens, not least because the
US Judicial Redress Act that seeks to enhance the rights of non-US citizens
through amending the US Privacy Act (1974) does not cover collection of
data by US intelligence agencies (Jeppesen and Nojeim 2015; see also Korff
2015 for detailed critical analysis). The EP’s legal service has also argued
that the Umbrella Agreement is “not compatible with primary EU law and
the respect for fundamental rights” (EP Legal Opinion, 2016). The Umbrella
Agreement, for many, does not provide for an adequate strengthening of EU
citizens’ rights when it comes to mass surveillance and snooping. This is
an issue and discussion that has caused division not just with regard to the
Agreement, but also the broader encryption and access debate between cer-
tain intelligence services and large tech corporations (e.g., Apple).

Controversy has also surrounded specific issues such as e-evidence.
US and EU convergence on the need for further efficiency in this area
through the US Cloud Act and the proposed EU Framework for e-evidence
(consisting of a Regulation and Directive),? respectively, has pushed up
against the issue of citizens’ rights in terms of law enforcement access to
their data without the requisite probable cause and MLA request (Fischer
2018; Anagnostakis 2018). The calls for direct access to service provid-
ers located abroad — whether in terms of US law enforcement authorities
accessing e-evidence abroad, EU law enforcement accessing e-evidence in
the US, or indeed in other Member States — has raised significant concerns.
Central among these have been the extent to which any such direct access
arrangements do not provide sufficient safeguards against the practices of
bulk access and mass surveillance, the fact that there is no differentiation
in the treatment of different types of data with higher potential for misuse
or abuse, and the fear that private companies would effectively be turned
into judicial authorities; that is, it would cut out the competent authority in
any Member State that effectively assesses the legality of requests, so that
the burden of responsibility would fall on private companies, thus lead-
ing to higher risk of over-compliance (Fischer 2018; EDRi 2018b; ART
29 WP on e-Evidence (12 July 2017); Vogiatzoglou 2018). Fundamentally,
the argument against the new proposed Framework for e-evidence is that
it would maximize the risk of rights violations and reduce the extent to
which citizens could defend their rights through more traditional channels.
Tensions within EU policies (and between EU policies and Member State
practices/other nation state practices), given the borderless nature of the
Internet, have serious implications for the protection of personal data, both
within and beyond the EU’s geographical reach (related to both commercial
and police/criminal matters).
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The Republic of Korea approach to cyber-security and data
protection

National system governing cyber-security and data-protection

The Korean government considers cyber-security and data-protection as an
important part of its administrative priorities. 100 Policy Tasks, the five-
year plan of Moon’s administration, presented in July 2017, includes admin-
istrative goals related to cyber-security and data-protection. It contains
strengthening the function of the National Security Office in the Cheong
Wa Dae as a control tower of the policies on national cyber-security, as well
as developing a national system for executing cyber-security to strengthen
the capacity of cyber-security at a national level, improving protection
of personal information for guaranteeing human rights, and developing a
response system against cyber-threats to build up the infrastructure for the
fourth industrial revolution.?

In the current national system for executing cyber-security, the National
Security Office under the President, Cheong Wa Dae, is a center for handling
cyber-security issues.* The Office published the National Cybersecurity
Strategy in April 2019. The National Cybersecurity Strategy includes chal-
lenges, vision and goals, strategic tasks concerning cyber-security, and
implementation plans.’ In this strategy, improving safety of national core
infrastructure, increasing capability of responding to cyber-attacks, estab-
lishing governance based on trust and cooperation, establishing foundation
for growth in the cyber-security industry, building a cyber-security culture,
and enriching international cooperation in the cyber-security area were
identified as strategic tasks.® In carrying out its function for cyber-security,
the National Security Office is supported by relevant national agencies such
as the National Intelligence Service (NIS), the Ministry of National Defense
(MND), and the Ministry of Science and ICT (MSIT).

The NIS, a national agency located under the direct jurisdiction of
the President, handles cyber-issues of the public sector as one of its pri-
mary duties. In performing this duty, the NIS established the National
Cyber Security Center on 20 February 2004.” The Internet crisis due to
the Slammer Worm on 25 January 2003 served as an accelerating factor
in its establishment.® The NIS duties include formulating and coordinating
policies on national cyber-security, monitoring cyber-networks of public
entities to prevent cyber-intrusion, and investigating the causes of cyber-
infringement incidents.’

The MND covers cyber-issues in the sector of national defense. In
strengthening the capacity of cyber-security at a national level, the MND is
in charge of the task for securing ability to ensure the safety of cyber-space
in the event of cyber-warfare.'” In this regard, the MND has divisions such
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as a Cyber Policy Division and a Cyber Threat Response and Technology
Team.!!

The MSIT generally governs cyber-security and information protection
in the private sector.'? Specifically, it develops and coordinates policies on
personal information protection and structures; operates preventive and
responding systems in the private sector; establishes major policies related
to the information protection industry; develops and coordinates poli-
cies on electronic signature authentication systems.!* In order to carry out
these tasks, it has divisions such as an Information Security Division and a
Cyber Security and Network Policy Bureau that includes a Cyber Security
Planning Division, a Cyber Security and Threat Management Division, and
a Cyber Security Industry Division.'*

Major applicable laws and regulations

The Personal Information Protection Act was established in 2011, and the
protection of personal information under this Act has been strengthened
through several revisions. It applies broadly to both public and private sec-
tors as a general rule for protecting personal information. The Act provides
standards for processing and safeguarding of personal information and
includes provisions on the guarantee of rights of data subjects.

The Act on Promotion of Information and Communications Network
Utilization and Information Protection, Efc., is one of the core special laws
on cyber-issues. This Act has undergone numerous revisions, including the
total revision of 2001. This Act includes provisions on the promotion of
the utilization of information and communications network, protection of
users in information and communications networks, securing the stability
of information and communications network, telecommunications billing
services, and international cooperation.

Major information and communications infrastructure is governed by the
Act on the Protection of Information and Communications Infrastructure.
This Act was established in 2001 and has been revised several times. It
includes provisions on systems for protecting critical information and com-
munication infrastructure, designation and analysis of the vulnerabilities of
major information and communications infrastructure, protection of critical
information and communications infrastructure, as well as response to intru-
sion incidents, technological support and private cooperation, and penalty.

The National Cybersecurity Management Regulation,’® which is a
presidential directive, basically stipulates matters related to cyber-security
within the administration.'® This presidential directive is designed to protect
the national information and communications network from cyber-attacks
that threaten national security by stipulating matters on the organizational
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system and operation of national cyber-security and enhancing cooperation
between/among agencies that perform cyber-security affairs. It provides the
legal basis of the NIS’ authority to coordinate the development and manage-
ment of cyber-security policies in the public sector.!”

Cooperation in cyber-security and data protection

The EU and ROK launched a bilateral cyber-security dialogue in November
2013 aimed at strengthening bilateral and regional collaboration and coop-
eration on global cyber-issues — with the 4th Meeting in January 2018
focusing on confidence-building measures, the applicability of international
law, and norms of responsible state behavior in cyber-space.'® And in the
5" ROK-EU Cyber Policy Consultation held in June 2019, both sides dis-
cussed their policies on cyber-security, the ROK’s National Cybersecurity
Strategy which was published in April, 2019 and the EU’s Council decision
concerning restrictive measures against cyber-attacks threatening the Union
or its Member States which had been announced in May 2019.!° Both the
EU and ROK also cooperate within other regional and global multi-lateral
fora — for example, in ASEAN and the ASEAN Regional Forum (ARF),
the OSCE, and NATO. The EU and ROK also consult bilaterally through
dialogues with a variety of other countries; the EU, for example, has estab-
lished dialogues with the US, China, Japan, and India, and the ROK has
held bilateral consultations with European countries such as the Czech
Republic and Germany, as well major countries in the Asia-Pacific region
and the Middle East where discussions have focused on a variety of issues,
including the global cyber-security environment, national cyber-policy and
strategy, the norms governing cyber-space, and bilateral cooperation.
Consultations were also pursued for an adequacy decision to promote
trade including e-commerce between the ROK and the EU. For example, in
bilateral meetings with the EU on 1 June 2018, the ROK Minister of Foreign
Affairs, Kang Kyung-Wha paid special attention to the EU’s General Data
Protection Regulation (GDPR) and called for accelerating the pace of the
discussions on the adoption of the adequacy decision on data protection
in transferring personal data between Korea and the EU.?° Regarding the
adequacy issue, on 10 January 2017, the European Commission expressed
its intent for evaluating adequacy by stating that it “will actively engage
with key trading partners in East and South-East Asia, starting from Japan
and Korea.”?' Representatives of the Korea Communications Commission
(KCC) and the European Commission had a meeting on adequacy and had
announced a joint press statement on 1 June 2018.%2 In the statement, it was
agreed that personal data protection is similarly considered as a fundamen-
tal human right for both sides and that efforts to accelerate the progress of
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discussions on adequacy would be made through future EU-ROK high-
level meetings.?® The representatives of the KCC also met the delegation of
the Committee on Civil Liberties, Justice and Home Affairs in the European
Parliament in Seoul on 30 October 2018, and they discussed issues on the
adequacy and the cooperation for data protection.?* Through such bilateral
dialogues and certain changes of relevant ROK laws, the adequacy process
has advanced considerably.?

Finally, provisions regarding data-protection are also found in the Free
Trade Agreement between Korea and the EU (KOR-EU FTA) such as para-
graph 2 of Article 7.48 of the KOR—EU FTA. This provision contains both
sides’ agreement on respecting international standards of data protection as
a principle to ensure the trust of users of electronic commerce.

Harmonization between EU GDPR and Korean laws related to data
protection

The General Data Protection Regulation (GDPR), which entered into force
on 25 May, 2018, stipulates extra-territorial application. It requires Korean
companies to fulfil the requirements under the GDPR for transactions in
the EU market. In this regard, in addition to pursuing bilateral talks for the
adequacy decision to reduce the burden of Korean enterprises in accessing
the EU market, discussions on rearrangement of laws related to personal
data in the ROK include issues linked to harmonization with the GDPR. IN
terms of progress in this area it can be argues that the revision of Korean
laws related to personal information had a positive influence on the ade-
quacy process.

Recent amendments of Korean laws such as the Personal Information
Protection Act (PIPA) and the Act on Promotion of Information and
Communications Network Utilization and Information Protection,
Etc.(Network Act) brought significant changes on the data protection sys-
tem. In particular, through the amendment of the PIPA which entered into
force on 5 August 2020, provisions on the processing of personal data by
information and communication service providers and recipients of per-
sonal data provided by the information and communication service pro-
viders were added.?® Such provisions had been originally stipulated in the
Network Act prior to the amendment, then, were removed from the Network
Act due to the amendment. Since decentralized regulations on personal data
protection had caused confusion, unifying such regulations into the PIPA
could contribute to resolving the confusion, enhancing efficiency of the per-
sonal data protection system, and promoting compliance with laws of busi-
ness operators including information and communication service providers.
Under the amended PIPA, the Personal Information Protection Commission
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(PIPC) is upgraded to a central administrative agency which is located under
the Prime Minister.?” Such transformation into the central administrative
agency ensures the PIPC’s independence for conducting work related to the
personal data protection and strengthens the PIPC’s functions. In particular,
the PIPC, as a supervisory body to oversee misuse of personal information
regarding the enforcement of the PIPA, inherited tasks related to personal
information previously performed by the Ministry of Interior and Safety
and Korea Communications Commission.?® The main functions of the PIPC
include development and enforcement of policies on personal data protec-
tion, investigation into violation of the rights of data subjects, dealing with
complaints regarding personal data, cooperation with international organi-
zations and foreign agencies for personal data protection, and researching
laws and policies on data protection.?.

Conclusion

The EU and ROK ecosystems are evolving at pace and are subject to con-
stant change, development, and improvement, given the challenges related
to cyber-security and data protection. Whilst the EU and ROK are broadly
normatively like-minded on issues of cyber-security, there is room for fur-
ther intensification with regard to bilateral cooperation and indeed working
together within multilateral fora. The existence of a cyber-security dialogue S }ll\gclf i;?:e
ensures annual discussions on various aspects of cyber-security policy, Ok, but I
laws, and norms, but this has not progressed substantively beyond reiterat- think we need
ing and understanding each other’s cyber-policies. Though this is positive ;‘e‘;‘zgglcidéﬁg
in terms of reinforcing common positions in other multilateral and regional gata protec-
fora, more diverse and frequent interchanges should be promoted to ensure tion given we
and implement practical and substantial ways to cooperate between both fggiﬁ:&g
sides. To this end, bilateral cooperation at different levels and between the op this — even
various agencies that deal with cyber-security issues in the EU and ROK if itis to say
might be developed, and prove fruitful, as might the consideration of devel- ;l;erl;z\i/h\ev}; 0
oping joint cyber-security exercises. the adequacy
GDPR and the adequacy decision have been the most discussed issues in agreement (as
the context of increasing data protection cooperation between ROK and the 2? ﬁi’;‘}lmple
EU. Recently, ROK laws related to data protection were revised for more jevels of
effective governance of personal data protection and this had a positive cooperation)
effect on harmonizing data protection standards in the context of the ade- [JL: T put
. .. . ~acouple of
quacy talks with the EU. If an adequacy decision is successfully reached, it sentences for
will contribute to efficient trans-border EU-ROK personal data protection the adequacy
and enhancing trade between the ROK and the EU going forward. It will i;i‘:ﬁ;ﬁg gice
also contribute positively to intensifying cooperation between the ROK and if you could

the EU in other related areas of cooperation. refine these
sentences.
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Introduction

The multiple civilian uses of satellites have integrated space activities to our
daily lives. This trivialization should not conceal the crucial security dimen-
sion of space technologies, which is directly inherited from the beginnings
of the space conquest, even if the circumstances have changed.!

The first artificial Earth satellite, Sputnik, launched on 4 October 1957
in the midst of the Cold War. At that time, the United States and the Soviet
Union each sought to promote their political and economic models and to
increase their sphere of influence, notably by competing for their “first”
achievements in space, and against the backdrop of the development of
their nuclear capabilities. This context of rivalry strongly marked the
beginnings of space activity and determined some of its lasting characteris-
tics. The symbolic value of having a launcher, allowing for the autonomous
launch of a national satellite, is still strong. Being part of this select club,
which counts only 11 other members,> becomes an element of national
pride that governments easily capitalize on for both national and interna-
tional public opinion.

Scientific progress is another major component of spatial activity at its
onset. Sputnik was launched as part of the International Geophysical Year
(IGY), an international scientific event aimed at exploring the earth’s envi-
ronment from July 1957 to December 1958.% It is worth noting that the
continued use of satellites to gain a global understanding of Earth—space
system is found today, 60 years later, in programs studying Global Change.
A challenge affecting the whole planet, the study of global change benefits
from the growing number of satellites contributing data. The development
of small satellites and the increasing accessibility of space technologies
through miniaturization and standardization* also allows new actors to
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acquire an initial spatial competence with both a scientific and a technologi-
cal appeal.

From now on, the ever-available images of the globe have become indis-
pensable to the management of territories and resources. Furthermore, the
development of space technologies for telecommunications and navigation,
while already crucial as telecommunications infrastructure, is becoming
increasingly important and could allow for a new leap forward, especially
with the expected ubiquity of the Internet of Things.

It is therefore at multiple levels that an indisputable security dimension
of space policies and technologies is displayed, and consequently that they
find their place in the EU-ROC dialogue.

The inherent strategic dimension of space capabilities built at the
interface of civilian programs and national security concerns

The early days of the space age combine national strategic concerns and
a growing support for international scientific research. The commitment
of both the United States® and the Soviet Union to provide the means for
the international community to study the earth’s environment beyond the
atmosphere is embedded in broader national security concerns. Yet the pri-
orities of these two giants differ according to their respective geopoliti-
cal concerns, thus resulting in different technological skills.® The United
States lacked reliable information on Soviet capabilities because of the
opacity of the Soviet system and the inaccessibility of its vast territory.’
Since 1947.% the satellite has thus been seen as an ideal means for acquiring
data, allowing a cartography of the USSR, which has proved indispensable
for military purposes.

As for the Soviet Union, it faces other challenges: the remoteness of
Soviet bases from the United States’ territory and the difficulty of ensuring
a credible nuclear strike. While the development of an intercontinental mis-
sile was also conducted in the 1950s in the United States, the presence of
American bases in Europe makes this technology less decisively important
than for the USSR. The first Soviet and American achievements illustrate
these particular motivations. The USSR has a powerful launcher, while the
United States is very quick to implement the capsule recovery program
known as Discoverer, used for photographic reconnaissance.’

The capacity to observe the entire planet is therefore not only an essen-
tial contribution in terms of strategic competence vis-a-vis a potential
adversary, but also a tool for crisis management and for the verification of
disarmament agreements.! The emergence of civil satellites, such as the
American Landsat in 1972 and the French SPOT in 1985, marks the start of
a new era of diffusion of images taken from space and accessible to all. The
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gradual improvement of the image quality over the years'' contributes to a
regime of transparency,'? which limits the risks of escalation by ensuring an
increasingly broad dissemination of information.

This dual affiliation — scientific and in the interests of national security —
did not disappear 60 years later, though it took different forms. The main
motivations of a State to develop a spatial capacity are still the desire to dis-
play its mastery of advanced technologies as a sign of modernity, to acquire
new means of developing its economy, and to play a greater role on the
international scene through its access to information in near real time —
usually referred to as “maitrise de 1’information.”

Indeed, concrete real-time information concerns about security environ-
ments continue to play a vital role in national approaches. Even though
Europe and the Republic of Korea first devoted themselves to the develop-
ment of civil space activities, the improvement of the resolution of space
systems and the dual nature of the remote sensing technologies lead to a
crucial capability that can represent a new potential in their security rela-
tionship. It is ultimately the stance adopted by the bearer of these technolo-
gies that plays a decisive role in the display of security objectives, either via
national means or through a preference for cooperation based on open infor-
mation and transparency. From this point of view, the history of European
space construction tends to favor the development of science-based sys-
tems, just as the sensitive geopolitical situation of the Korean peninsula
leads to a predilection for civilian programs.

The unique construction of European space capabilities and the
lack of national interest driving forces

The development of space capabilities requires sufficient technological and
industrial means available for a national political project. When Sputnik
was launched, France and the UK immediately undertook their own national
programs, hoping to eventually obtain access to space. In parallel, financial
considerations led the main European States (France, UK, Germany, and
Italy) to develop partnerships, though this does not mean that they aban-
doned their own national ambitions. The first European cooperation efforts
were set up through various frameworks that did not necessarily rally the
different States, as each followed its own logic. The ESRO (European Space
Research Organization) is dedicated to the development of scientific satel-
lites and promotes cooperation between Member States and the US. The
ELDO (European Launcher Development Organization) aims to develop a
launcher that will provide Europe with a real independence.

The creation in 1975 of the European Space Agency attests to the aware-
ness of the necessity to have a better synergy. Fifteen years after the United
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States and the USSR, and in a completely different context, European space
policy is definitely taking shape. It displays its exclusively civil status in its
founding convention. European governments understand that the strategic
nature of space activity lies in the mastery of the key technologies needed
for its development: launchers and satellites. In 1979, the experimental
flight of the Ariane rocket establishes Europe’s ambition for autonomy in
space, largely carried by France.

Since the ESA’s mission is devoted to research and development, the
awareness of the strategic and critical dimension of space technologies
tends to be lost as soon as the sector developing spatial applications blends
into wider sectors of activity. Furthermore, the renunciation of autonomy
for programs with a strong connotation of national pride, such as manned
flights, reinforces the trivialization of space activities. The agency’s scien-
tific satellites are of an excellent standard, as well as its prototypes of applica-
tions satellites for Earth observation, meteorology, or telecommunications.
Cooperation is the key word, within the ESA but also with the United States
and a growing number of other countries, including Japan, India, Russia,
and China, among others. In parallel, the Ariane program symbolizes the
importance of the commercial aspect, which has now taken precedence in
official discourses over means for the assertion of sovereignty, with the lat-
ter notion still being imprecise in the case of European integration.

A revival of space policy takes place in the late 1990s and early 2000s
with the intervention of a new player, the European community and the pub-
lication of a first document, “A Coherent European Strategy for Space” on
the initiative of the European Parliament in 1989. In fact, there are several
phenomena that favor the establishment of an EU space policy that goes
beyond the ESA’s technological and scientific competence. The political
dimension is decisive because the European Union is an established partner
in international negotiations and space is likely to feature more and more in
trade agreements.

The economic dimension of space applications and the gradual estab-
lishment of an industrial policy related to acrospace business combinations
on a European scale also contribute to the definitive involvement of the
European Commission in space affairs. Furthermore, the acknowledged
importance of information in building a knowledge economy provides
an additional reason for the commission to become involved. At last, the
European Single Act established in 1998 conferred a broader mission upon
the European Community, with regard to political and economic aspects of
security. Two programs established in 1998, the Galileo navigation system
and the GMES (Global Monitoring for Environment and Security) program,
account for the EU’s decisive involvement and for the need to build synergy
with the ESA.
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In 2001, a new step is taken with the production of a common document
produced by the European Commission and the ESA titled “Europe and
Space: Turning a new chapter”:

In a more unpredictable geopolitical context space activities are increas-
ingly a strategic game changer. Space is a question of science, explora-
tion and international cooperation (as underpins the International Space
Station) and plays a very practical role in terms of boosting innovation,
economic growth and security on the other."

These two programs respond to concerns of strategic independence, as can
be seen through the clear will to develop applications deemed crucial. Since
its early beginnings, Galileo thus includes a strong economic dimension, to
the extent that the program was even financed through a PPP (Public Private
Partnership). As for the GMES, whose name becomes Copernicus in 2013
when its commissioning appears as a federative program, it was intended to
improve global management by making the best use of existing tools and by
complementing them with the launch of Sentinel satellites.

European perspective on cooperation opportunities for the EU and
South Korea in space security

Since 2016, with the first joint programs now in place, Europe is capital-
izing on its technological skills and is committed to achieving its ambitions
for innovation while at the same time focusing on formalizing its foreign
and security policy. Opportunities for cooperation with South Korea can
thus be considered in various ways.

In the field of space cooperation, a solid foundation has existed since
2010, based on the partnerships established by the National Agencies and
the ESA. Europe, in the broad sense, then ranks first among international
actors (see Figure 4.1), giving it a real international visibility even if some
partnerships are bilateral. Another important element is the diversification
of the states involved, including South Korea. The EU has been progres-
sively integrated into this dynamic, with the Galileo Navigation System
Cooperation Agreement being formally signed on 11 October 2006 at the
EU-South Korea Summit. Since then, Europe’s clear aim for open coopera-
tion remains current, as space becomes a tool of foreign policy before even
being a component of security policy.

These two dimensions are explicitly introduced in the 2016 Space
Strategy, which in agreement with the ESA' has four main objectives:

maximize the benefits of space for society and the EU economy, ensure
a globally competitive and innovative European space sector, reinforce
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Europe’s autonomy in accessing space in a safe and secure environ-
ment, strengthen Europe’s role as a global actor and promoting inter-
national cooperation. '’

This order of priorities is perfectly in line with the principles of the “Common
Vision: A stronger Europe” Strategy for the European Union’s Foreign and
Security Policy, also published in 2016. In this paper, the EU insists on
the need for a pragmatic analysis of the international strategic environment
and on its desire to promote a rules-based global order based on multilat-
eralism. This position is also taken up by the European Parliament, which
in a resolution of September 2017'7 calls for a reinforcement of European
autonomy by endeavoring to preserve a safe and usable space environment.
There is therefore a real convergence of interests in Europe to deepen EU—
ROK cooperation in the field of space technology, especially since South
Korea appears to be sharing a number of principles such as a global vision,
the search for an increased national and international security, the desire
for diversified cooperation, and the progressive construction of civil space
skills with an increasingly dual potential. Given these commonalities, dif-
ferent proposals should be considered, applicable to both to regional secu-
rity goals and to more global objectives.

From now on, the Space Situation Awareness is a decisive issue. The
increase in the number of launches of small satellites (cubesats and nano-
sats) and the development of constellations of hundreds or even thousands
of satellites, not only increases the risk of collision but makes the issue
of debris even more worrying. Furthermore, because of the importance of
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satellites in economic activities and their potential role in terms of national
security, it is necessary to think about the physical or cyber threats that may
arise. Finally, the tendency — influenced by the American position — to con-
sider that war in space can become a reality reinforces the need for detailed
and continuous information on activities in orbit.

The need to develop an efficient network of spatial surveillance has been
gradually acknowledged by various actors. National agencies were among the
first,'® as they operated their own satellites with an increased attention when
some of the latter had a military purpose. While the ESA conducted its own
parallel analysis since the 2000s, the EU finally drew consequences from its
new missions conferred by the Lisbon Treaty in terms of security issues.

It is through the question of debris, which is at the core of its compe-
tence, that the ESA council adopted in December 2000 a resolution for a
European Policy on the protection of the space environment. A workgroup
made up of members of the ESA and the national space agencies of Italy,
the United Kingdom, France, and Germany elaborated and presented a pro-
ject for a European standard in 2002. The work was coordinated by the
ESOC and focused on the definition of a standard for the safety of orbiting
satellites. This standard comprised preventive measures and introduced the
principle of orbit protection. It pertained to the conception and production
of satellites and launchers, to the operations phase, and to the solving of
problems posed by aging vehicles."

In parallel to these concerns, and in light of the increasing interest of
Member States, the ESA is eager to develop its own competences and stated
new ambitions for space surveillance according to its R&D mission (while
the EU is responsible for diplomatic and political initiatives). According
to the study on the “Feasibility of performing space surveillance tasks” a
space-based optical architecture was proposed in 2005.2° The European
Coordination Group on Space Debris carried out a report entitled “Europe’s
eyes on the sky,”! using studies already issued by the Space Surveillance
Task Force such as “Space surveillance for Europe —a Technical Assessment”
released in 2006.> The introduction made it clear that Europe had no sys-
tematic operational capability for space surveillance and was strongly
dependent on external information, mainly on the US Space Surveillance
Network. Calling for the development of an independent system, the report
was intended to provide material for an interagency and intergovernmen-
tal discussion in a future European Space Surveillance System (ESSS), and
eventually for a Space Situation Awareness System (SSA).

The results, endorsed by the ESA Cabinet meeting of November 2008,
led to the launch of the SSA, implemented as an optional program with 14
Member States participating financially. It focused on 3 main areas: space
weather (SWE), near-Earth objects (NEO), and Space Surveillance and
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Tracking (SST). Its aim was to give Europe an independent capability to
watch for objects and natural phenomena that could harm satellites in orbit.
During the 2009-2012 Preparatory Phase of the SSA program, precur-
sory applications were developed to serve as a test bed for the novel tech-
niques and algorithms needed for the Space Surveillance Tracking System.
Although ESA is aware of what was politically at stake with the European
SSA due to the sensitive nature of data exchange, the Member States with
the most capabilities stayed in the background. At the 2012 ESA ministerial
Council in Naples, France did not confirm its commitment to the project,
while the United Kingdom and Germany chose to get involved in the space
weather and NEO segments, both much less sensitive. The second phase
(2013-2016) had been extended to 2019. However, irrespective of national
reluctances, the global dimension of space surveillance now leads to take
into consideration a global system that is becoming more and more indis-
pensable and in which the EU has also been interested in for about a decade.

The interest shown by the EU is due to its new political legitimacy to
deal with security matters with largely economic aims since 2007-2008
and the Lisbon Treaty. However, the purely military aspects remain the
responsibility of Member States. The arguments put forward by the EU
are mainly of an economic and industrial nature, emphasizing the need to
protect investments in space infrastructures, to ensure the continuity of ser-
vices and the viability of space activities, and, more broadly, to support the
competitiveness of the European industry. Thus, in 2010 and 2011, the EC
asserted that implementing a specific program was necessary.? This policy
continued through the framework program Horizon 2020. It highlighted the
objectives of gaining technological independence as well as holding the
necessary data for space monitoring.

It has become clear in 2019 that intra-European cooperation faces
delays and difficulties. The latter show the sensitive character of exchang-
ing information on the monitoring of satellites in orbit, and the concern
for national control over monitoring instruments. This reluctance should
not be underestimated in the case of an EU-South Korea partnership even
though pre-defined forms of exchange could be devised to exclude some
data deemed confidential. To a certain extent, the discussions between
actors currently being carried out internally in Europe can serve as a guide
for setting up a framework for specific conditions for security and informa-
tion exchange. As a first step, it would be possible to envision a possible
subscription system based on the Galileo agreement model. Yet this option
could run the risk of being in competition with the private system currently
being set up by the American initiative. It would thus be necessary to think
of a complementary approach with a specific public dimension that would
justify its existence.
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The EU-ROK cooperation project can be conceived in several stages.
An initial agreement between the two partners as part of the strengthen-
ing of the security partnership would be needed. This initiative could
then be opened to new entrants, based on a multilateral model simi-
lar to the one of the World Weather Watch, with each having its own
system while exchanging data. If the global ambition of a program for
space surveillance cooperation is to be considered on a medium term, a
shorter deadline should be envisioned for the more regional recommen-
dation of pooling capacities for Earth Observation. The development of
new networks belonging to private actors such as Planet company now
allows for the acquisition of data in near real time through optical and
radar technologies. However, in an environment as delicate as that of the
Korean peninsula and its geopolitical stakes, using different sources of
information appears as an essential guarantee of security. The mutual-
ization of access to images, and especially the guarantee of distribution,
even in times of crisis, would represent a mutual advantage both for
Europe, which wishes to be involved in the maintenance of security in
Asia, and for South Korea, which would have access to complementary
and independent sources.

Korea’s space activities

Space activities of the Republic of Korea began in 1992, with the launching
of a small scientific satellite for experiments, called “Uribyul-1,” devel-
oped by the Korea Advanced Institute of Science and Technology (KAIST).
Following the launching of Uribyul-2 in 1993, the Korean government rec-
ognized the need for an organized and comprehensive plan at the state level.
A Long-Term Plan for Space Development (1996-2015) was established
and confirmed in 1996 at the National Science and Technology Council.
One of the purposes of the Long-Term Plan consisted in the development
of a multi-purpose satellite (KOMPSAT, named “Arirang” in Korean),
which is a low-orbit earth observation satellite. After the successful launch
of Arirang-1 in 1999, continually KOMPSAT-2 was launched in 2006,
KOMPSAT-3 in 2012, then KOMPSAT-5 in 2012, and KOMPSAT-3A in
2015. A plan to launch Korea’s first space launch vehicle (KSLV-1, named
“Naroho-1”" in Korean) laid the foundation for the legislation and policy in
the field of outer space activities. The plan led to an enactment of Space
Development Promotion Act (SDPA) in 2005, by which the Korean govern-
ment is required to formulate a Basic Plan for the promotion of space devel-
opment every five years. The aim of the Basic Plan is to prescribe mid- and
long-term policy objectives and basic direction-setting on space develop-
ment.>* Following the first Basic Plan 2007-2011 and the second Basic Plan
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2012-2016, the third Basic Plan 2018-2022 was adopted in February 2018
by the National Space Committee.

After two failures in 2009 and 2010, KSLV-1 successfully launched
a small 100 kg class satellite in a low-earth orbit in January 2013. The
research and development of KSLV-1 had been carried out in cooperation
with Russia, by which the 1st stage of KSLV-1 was undertaken. Joining the
Missile Technology Control Regime of ROK was an essential prerequisite
for that cooperation, since the Korean government had to demonstrate con-
vincingly the launching of KSLV-1 only for civil uses and no transfer of
technology to the third party.

From 2003 to 2013, a total of three science and technology satellites
entered orbit successfully. Korea’s first geostationary Communication,
Ocean and Meteorological Satellite (COMS) was launched in June 2010.
The ocean color imager of COMS, the first of its kind to be placed in geo-
stationary orbit, makes 10 observations of the ocean around the Korean
peninsula per day.

It appears that a five-year rolling Basic Plan stems from the Framework
Act on Science and Technology enacted in July 2001, since when other Acts
concerning science and technology are enacted or amended, they shall be
commensurate with the purpose and basic ideology of that Framework Act.
The latter provides in its Article 7 that a Master Plan for science and technol-
ogy shall be formulated every five years. It is worth noting that a Medium
and Long-Term Plan 20142040 for space development was established in
November 2013, after only two years of the second Basic Plan, and that the
Medium- and Long-Term Plan specified in its subtitle that it is to modify
and complement the second Basic Plan. This modification is directly attrib-
utable to the inauguration of the Park Guen-hye administration. During her
campaign for president, she unveiled her own manifesto for lunar explora-
tion. Her blueprint was to explore the Moon by 2020 by a Korean indig-
enous space launch vehicle KSLV-2. After her election as president, the
manifesto was selected as one of the Park administration’s top 100 policies.
For this, a test KSLV-2 for the purpose of full-scale tests for liquid propel-
lant engines with 75 tons of thrust was scheduled to be launched in 2017. In
order to implement such a national agenda, the second Basic Plan in itself
had to be modified. Since its amendment in two years could be in violation
of SDPA, however, it was inevitable to formulate the Medium- and Long-
Term Plan not provided for within SDPA. Regardless of her political will,
launching a test KSLV-2 and a lunar orbiter were postponed.

Considering the end of the second Basic Plan, the discussions of formu-
lating the third Basic Plan should have started in the second half of 2016 at
the latest. However, because there was the Medium- and Long-Term Plan, it
seemed that the then-government did not see a need for a new Basic Plan. As
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the impeachment of President Park was upheld by the Constitutional Court
of Korea in March 2017, and consequently the Moon Jae-in administration
took office in May 2017, however, the work to establish the third Basic Plan
began in earnest. Even though space development was not included into the
Moon administration’s top 100 policies, in contrast with the Park adminis-
tration, it was necessary to review the previous government’s space policy,
and to set up a new space policy to adapt the new government. After a year
of work, the third Basic Plan was adopted in February 2018.

Legal and policy framework for space activities

The national space policy of the Republic of Korea, such as the Basic Plans,
is decided by the National Space Committee (NSC) established under
SDPA. Being under the control of the President, the NSC is the highest
decision-making body to deliberate on important matters concerning space
development. NSC deliberates on the following:

e matters concerning a Basic Plan, a Master Plan for the utilization of
satellite information, and a Basic Plan for preparing against dangers in
outer space;

e matters concerning the coordination of important policies of the gov-
ernment with major duties of relevant central administrative agencies
in relation to a Basic Plan;

e important matters concerning the designation, operation, etc., of insti-
tutions specializing in space development;

e matters concerning evaluation on the use and management of space
development projects;

e  matters concerning financing and investment plans for space develop-
ment projects;

e matters concerning permission to launch space launch vehicles;other
matters the chair-person brings to the National Space Committee for
deliberations.

The NSC comprises no more than 15 members, including a chairperson who
is the Minister of Science and ICT. The following persons have become
NSC members: Vice Minister of Strategy and Finance; Vice Minister of
Trade, Industry and Energy; Vice Minister of Foreign Affairs; Vice Minister
of Defense; Deputy Director of the National Intelligence Services; and
persons with abundant knowledge and experience related to the area of
space who are commissioned by the President. In order to efficiently con-
duct affairs of the NSC, the latter shall have a Working Committee for the
Promotion of Space Development chaired by the Vice Minister of Science
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and ICT. To sum up, only an agenda passed by the Working Committee,
which is a de facto first deliberative body, is sent to the NSC. The NSC and
its Working Committee are not a permanent body, since they convene only
in the presence of matters to be deliberated on. In setting a Basic Plan, the
Ministry of Science and ICT (MSIT) establishes temporarily a planning
committee not mandated by SDPA, of which the Basic Plan is actually made
out. The planning committee is subdivided into several subcommittees for
space transportation, satellites, space exploration, policy, etc.

According to Article 7 of SDPA, for the purpose of promoting space
projects systematically and efficiently, a specialized institution may be des-
ignated by the Minister of MSIP. This institution plays the role of an imple-
menting agency that carries out the space projects based on Basic Plans
and Master Plans, and performs comprehensively activities for the devel-
opment, launch, operation, etc., of space objects. The Korea Aerospace
Research Institute (KARI) was designated as the aforementioned special-
ized institution in October 2016.

Major space programs during the presidency of Moon Jae-in

Even though the field of outer space doesn’t constitute one of the Moon
administration’s top 100 policies, there’s no denying that the third Basic
Plan is in line with Moon’s government policy. It is because the third Basic
Plan was decided by the NSC, which is under the control of the President.
In this regard, it is quite interesting that the phrase “major programs by the
Moon administration to be taken” is clarified in the third Basic Plan. Major
programs are categorized into four types: space launch vehicle, satellite,
satellite navigation, and space exploration.

The third Basic Plan provides a vision “to improve the quality of life of
the people and to contribute to national security and economic growth by
means of various space programs.” However, there’s no choice but to men-
tion that the Basic Plans thus far have been weighted toward improvements
in technology.

1) SPACE LAUNCH VEHICLE

Soon after KSLV-1 launched in 2013, the Republic of Korea started to
develop KSLV-2 independently. The goal of KSLV-2 is to launch a 1,500 kg
payload into a 600~800 km low-earth orbit (LEO) with the completion set
date of 2021. KSLV-2 is a three-stage launch vehicle consisting of the 300
ton 1st stage with 4 75-ton liquid engines, the 2nd stage with 75-ton liquid
engines and the 3rd stage with a 7-ton liquid engine. Being a single stage
rocket with a 75-ton liquid engine, a test KSLV-2 was successfully launched
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in October 2018, for the purpose of full-scale tests for liquid propellant
rocket engines with 75 tons of thrust. As planned , in 2021, Korea will
attempt KSLV-2 twice, having a test satellite for the first attempt and a small
scientific satellite for the second. After 2022, KSLV-2 will be launched once
a year, in particular with a Compact Advanced Satellite 500-3 (CAS500-3)
in 2023 and CAS100-3 in 2024. The Korean government aims to enter the
global commercial space launch vehicle as early as 2031.

KSLV-2 has been launched from the Naro Space Center that is located in
Korea’s southern coast, about 400 km from Seoul, and which is Korea’s first
satellite launch pad and the world’s 13th space center. A tracking system
has been installed in the Naro Space Center and the Jeju Tracking Station in
order to receive flight data from the space launch vehicle. The Jeju Tracking
Station has been used to track a European space launch vehicle “Vega,”
launched by ESA/CNES.

2) SATELLITE

Satellites have the highest competitiveness in various fields of Korean outer
space activities. A total of 15 satellites will be launched during President
Moon’s 5-year term: 2 Compact Advanced Satellites; 2 geostationary
Korea Multi-Purpose Satellites; 2 KOMPSATs; 2 Next Generation Mid-
Class Satellites; and 5 reconnaissance satellites. The development of the
KOMPSAT series began for the purpose of earth observation. KOMPSAT-1
was jointly developed with the American company, TRW Inc., since Korea
had no experience of developing a multi-purpose satellite then. Based
on the experience of developing KOMPSAT-1, however, the develop-
ment of KOMPSAT-2 enabled Korea to achieve a rate of self-sufficiency
of 91.5% in satellite design and 65.2% in the fabrication of satellite parts.
Payloads technologies of KOMPSAT have been gradually improving as
follows: KOMPSAT-3, capable of 70 cm resolution optical observation;
KOMPSAT-5, equipped with an imaging radar; and KOMPSAT-3A, capa-
ble of 55 ¢cm or less resolution optical and IR observation for the second in
the world following the US. In case of KOMPSAT-3 A particularly, the tech-
nology of improving the optical image’s quality by 30% or more without
degradation using diagonal data to provide 38 cm images was developed for
the second satellite, following the EU. Scheduled to be launched in 2021,
KOMPSAT-7 will be equipped with the high-resolution space borne cam-
era “AEISS-HR,” which possesses the world-class 0.3 m or less resolution
optical imaging capability. Aiming to launch in 2021, KOMPSAT-6 will be
equipped with the SAR.

The Compact Advanced Satellite (CAS)-500 project is under way jointly
by KARI and the Korean Industry. KARI will transfer the core technologies
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to the industry. Once the first CAS-500 is launched in the first half of 2021,
the platform will be used to carry various payloads such as optical cam-
eras, radar, microwave and hyper-spectral systems in order to satisfy vari-
ous public demand. For the second CAS-500 which is slated to be launched
in the second half of 2021, the industry will be responsible for the overall
development with KARI performing the technical audit and technical sup-
port. The CAS-100 project, led by the KAIST, is also ongoing for scien-
tific and educational purposes. The first CAS-100 was launched in October
2018. Korea replaced COMS with two different geostationary satellites
called GEO-KOMPSAT 2A and 2B: one for meteorological observation and
the other for monitoring marine environments.

Launched in December 2018, GEO-KOMPSAT 2A requires only 10
minutes to observe the entire sphere and 2 minutes to observe the Korean
Peninsula compared to the 3 hours and 15 minutes required by COMS to
observe the whole sphere and the Korean Peninsula respectively. GEO-
COMPSAT 2B, which was launched in February 2020, revolves in the same
direction as the earth’s rotation, so it can aim at the Korean Peninsula at all
times to monitor the marine and environmental conditions continuously.

The high spot of the development of satellites is a plan to launch five
reconnaissance satellites by 2022, code-named “425 project” formulated
in 2013, comprising four Synthetic Aperture Radar satellites and one
Infrared satellite. Korea has been constructing Kill-Chain, Korea Air and
Missile Defense (KAMD), and Korea Massive Punishment and Retaliation
(KMPR), to prepare for taking over wartime control of military from the
US and to cope with nuclear and missile threats. The last one of 32 projects
in Kill-Chain, all satellites of the 425 project will be developed by Korean
industries.

Despite steady advances in satellite technology, there is a big obstacle to
developing and launching satellites. It is that some core parts of the satellite,
such as thruster valves, a gyroscope, solar arrays, a radar controller, and so
on, depend on import. However, this problem in Korea is unavoidable in
that satellites must be developed within a certain time limit in order to meet
public demand.

3) SPACE EXPLORATION

In the field of space exploration, it is necessary to mention that the Moon
administration revised generally one of the top policies of the former admin-
istration, by which a test lunar orbiter was scheduled for launch in 2017, and
a lunar lander in 2022 and a lunar sample-return orbiter in 2030 by KSLV-2.
This government seems to assess them as being a kind of political slogan,
and the latter plan cannot be done with the current state of technology.
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Therefore, this administration classified the Korea lunar exploration pro-
gram (called “Korea Pathfinder Lunar Orbiter [KPLO]”) as a two-step pro-
cess, taking into account only the level of related technology. The first step
is to develop an experimental lunar orbiter whose launch is targeted for no
later than 2022 from overseas.” The experimental orbiter is aimed at secur-
ing the necessary basic technology for lunar exploration, such as reducing
weight of the orbiter, navigation and propulsion, deep space communica-
tion, and so on. Korea has accumulated around 70% of the key technologies
needed for lunar exploration through the previous earth-orbiting artificial
satellite technologies. In order to make up for what it lacks, the experimen-
tal orbiter project has been carried out based on international cooperation
with the US. For this, the KARI and the National Aeronautics and Space
Administration (NASA) have signed on an Implementing Arrangement in
December 2016. To be specific, the KARI is responsible for the design,
fabrication, assembly, and general operation of the orbiter equipped with
five payloads (a 5 m high-resolution camera, a wide-field polarized camera,
a magnetic field sensor, a gamma ray sensor, and space internet test equip-
ment) to be developed in Korea. The NASA provides a payload for pre-
cise shooting of the Moon’s permanent shadow area onto the experimental
orbiter, and technical support for mission design, deep space communica-
tion, and navigation technologies.

However, the problem is that not all successes of the first step lead to the
second step, in which a lunar lander will be developed and launched by no
later than 2030. According to the third Basic Plan, one condition must be
satisfied, so as to advance to the next step. It is the success in the develop-
ment of KSLV-2. That means the lunar lander must be launched by KSLV-2.
If the lander will be successfully launched by KSLV-2, a spacecraft to return
an asteroid sample will be launched by no later than 2035.

4) KOREAN POSITIONING SYSTEM

The construction of the Korean Positioning System (KPS) is a project
launched in Moon’s administration. Comprising a total of seven satellites,
KPS is scheduled to be completed in 2035. For this, firstly, Korea will build
a ground test site four years from now in 2023, and develop a core sat-
ellite navigation technology in 2024. Secondly, a satellite for verification
will be launched in 2028, the purpose of which is to secure technology for
inclined orbit satellite operation. Finally, three geostationary satellites and
three inclined orbit satellites will be launched in 2035. It is estimated that it
will cost over $3.5 billion to build 7 KPS satellites.

According to the third Basic Plan, the necessity of KPS is emphasized
in two aspects. It is to ensure the safety of the public, and to maximize
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additional values based on position, navigation, and timing. With respect
to the first, since Korea has not had any GPS satellites, the nation has had
to entirely rely on GPS satellites of the US. So, broken signals of GPS for
any reason cause tremendous loss in Korean infrastructure, including traffic
network, energy, telecommunication, banking, emergency relief in case of
disaster, etc. In this regard, there’s no choice but to mention national secu-
rity, taking into account the circumstances both inside and outside of the
Korean peninsula. In particular, in the event of a crisis such as a war on the
Korean Peninsula, signals can be blocked by countries with GPSs, such as
the US and Russia, to preclude their enemy forces from using them. There’s
no denying that the KPS project shall address such a possibility. The error
range of the GPS in Korea is about 10 m now, and will be reduced to less
than 1 m.

Concerning the second necessity, it is expected that building KPS will
start a ripple effect throughout the national economy. The third Basic Plan
predicts that the construction of KPS will create over 18,000 jobs in direct
research and development investment, and over 57,000 jobs in indirect
employment during its operation. Besides, direct R&D investment in KPS
will have the effect of generating about $1.6 billion worth of production and
an added value of over $1 billion.

South Korean perspective on cooperation between the ROK and
the EU

For the past three decades, Korea has keenly focused on developing tech-
nologies for satellites and space launch vehicle, by acquiring technologies
in a roundabout way through joint development with the US, Europe, and
Russia. As a result, Korea attained a certain standard, and will need to
cooperate, continuously and within the limits of the possible, with them.
However, the problem is that this approach seems to reach its limits. Since
most of the technology that Korea has not yet acquired belongs to stra-
tegic materials or items related to non-proliferation of a small number of
developed space-faring nations, now it is not easy to acquire indirectly the
technology, and even to purchase parts and components abroad. In addition,
those nations, particularly including the US and the EU, have perceived
that space environment becomes increasingly more congested, contested,
and competitive by an increasing number of space objects in outer space.
That is precisely why outer space should be approached strategically, with
continuous efforts to autonomously research and develop space technolo-
gies. Considering outer space to be one of the means to secure the best pos-
sible leadership in international relations, they have tried to internationalize
their internal standards and best practices. The Draft International Code of
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Conduct for Outer Space Activities (ICoC) proposed by the EU and Space
Policy Directive-3 (National Space Traffic Management Policy) of the US
are notable examples. For this, they need support from as many countries as
possible to shape international consensus practices and standards in favor of
their own space policies. For instance, the EU learned an expensive lesson
from the process of consultation for adopting the ICoC.

The possibility of cooperation between Korea and the EU in the field of
space needs to be discussed, taking into account that both sides may have
different priorities. Contrary to Korea, which still perceives outer space from
a technical point of view, the EU is on the top rung of all areas of space
activities and has applied the field of outer space to other areas, such as inter-
nal and external security policy and foreign policy. Tracing back to a com-
munication “The Community and Space: A Coherent Approach” in 1988,
space policy became one of the policies of the EU on the basis of Article
189 of the Treaty of Lisbon, which entered into force in December 2009. In
accordance with Article 189, the EU shall draw up a European space policy
to promote scientific and technical progress, industrial competitiveness, and
the implementation of its policies. In a 2011 communication “Towards a
space strategy for the EU that benefits its citizens,” the EU regarded space as
a driving force to cement its position as a major player on the international
stage and believed that it contributed to the Union’s economic and politi-
cal independence. For this, one of priority actions for the EU space policy
“secure space to achieve security and defense objective” was presented. This
priority action is in line with the EU’s Common Security and Defense Policy
(CSDP). A project “Multinational Space-Based Imaging for Surveillance,
Reconnaissance and Observation (MUSIS)” is a prime example.

It should be noted that there is gradually a perception in Korea that
space policy is becoming more important not only technologically, but
also strategically. This change comes from the experiences gained through
Korea—US Space Policy Dialogue and Korea’s involvement in the interna-
tional discussions of emerging issues in space activities. Korea—US Space
Policy Dialogue, which was held in Washington DC in 2015 and in Seoul
in 2016, addressed the most recent international and domestic issues. For
example, there were the ICoC, Report of the UN Group of Governmental
Experts on TCBMs in Outer Space Activities, key issues under discussion
in the Committee on the Peaceful Uses of Outer Space, Space Situational
Awareness (SSA), etc.

Some issues such as SSA and Space Traffic Management (STM) may
become a common interest of Korea and the EU as a strategy. On the basis
of sharing information between the allies, both SSA and STM are an indis-
pensable requirement for the EU’s access to securing space to achieve its
security and defense objectives; that is, for the purpose of EU’s CSDP. The
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same is true for Korea, in consideration of its plans to launch and oper-
ate many satellites, including reconnaissance satellites, and the situation
in the Korean peninsula and its surrounding areas. It will be not until a
strategic partnership between Korea and the EU is built in the field of space
that cooperation related to strategic items will be possible between the two
sides. Potential participation of Korea in space exploration projects of the
EU or/and ESA can help it become interested in such partnership building.
For this, the first step is to establish a bilateral dialogue unique to space
issues between Korea and the EU.

Conclusion

Europe and South Korea have significant capabilities in the space sector.
Their policies share a predominant interest for civil, scientific, and eco-
nomic activities, with a special focus on the monitoring of the earth, the
environment, and space. More broadly, the EU and the ROK seek to develop
technological skills through innovation to secure their status and influence.
Their common objectives in strengthening international security are also
part of the same approach favoring an open and multilateral framework.

The combination of these factors undeniably provides a framework
for in-depth exchanges on the practicalities of cooperation in space mat-
ters from a broad security perspective, which could then be applied in a
pragmatic way through concrete examples. Space technologies could thus
strengthen the images of both the EU and the ROK by giving them the
means to contribute effectively to multilateral international security.

Notes

1 The New Space phenomenon, although highly publicized, represents an addi-
tional aspect but does not change the classical strategic dimension of space
activities conducted by Member States.

2 In chronological order: Soviet Union (later Russia), United States, France

(before the creation of the ESA), European Space Agency (ESA), China, Japan,

India, Israel, Iran, North Korea, South Korea.

Dates were set according to the high solar activity expected during this period.

Cubesats increasingly known and used.

Explorer and radiation belts.
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7 STARES Paul B., Space and National Security, Washington DC, Brookings
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crisis management in EU—
Korea security relations
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The EU-Korea political-security cooperation began in the 1990s. In 1996,
the Republic of Korea (ROK) and the EU signed the so-called Framework
Agreement for Trade and Cooperation (“Framework Agreement for Trade
and Cooperation between the European Community and Its Member States,
on the One Hand, and the Republic of Korea, on the Other Hand”). In the
agreement, the parties agreed to hold “a regular political dialogue, based on
shared values and aspirations” (Article 3). The political-security coopera-
tion between the two was intensified by the Framework Agreement signed
in 2010, and came along with the establishing of a strategic partnership.
With this Framework Agreement, one can argue, the security cooperation
between Korea and the EU began.

The EU and Korea have shared values in international relations as men-
tioned in Article 1 of the Framework Agreement, namely democratic prin-
ciples, human rights and fundamental freedoms, and the rule of law. They
are like-minded countries that share a wide range of security issues in prin-
ciple, such as countering the proliferation of weapons of mass destruction,
combating illicit trade in small arms and light weapons, taking measures
against the most serious crimes of concern to the international community,
and combating terrorism as indicated in the Framework Agreement. They
agree on principles in many wide-ranging security issues. All these are rea-
sons for the EU-Korea security cooperation, especially in comprehensive
global security issues, mostly by means of dialogues.!

Security cooperation by dialogue instead of concrete actions signals a
limitation. This is due mainly to two facts: While there is agreement on
principles and values, the concrete security situations and the means to rem-
edy them are quite different. This has lead in the past to the argument that
geographic distance is an obstacle to closer cooperation to which differ-
ent strategic cultures contribute. This situation has been remedied to a cer-
tain degree by the conclusion of a third important agreement, the 2014 the
ROK-EU Framework Participation Agreement (official title: “Agreement
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between the Republic of Korea and the European Union Establishing a
Framework for the Participation of the Republic of Korea in European
Union Crisis Management Operations,” henceforth FPA, see below) signed
on 23 May 2014, offers Korea the possibility to participate in EU missions;
it does not establish any obligation and has so far lead to the occasional par-
ticipation of Korea in EU NAVFOR, the anti-piracy operation off the Horn
of Africa. Policing the strategically important sea-lanes linking Korea and
the EU is clearly in the common interest.

For Korea, the defense against the DPRK occupies most of its strategic
resources militarily and diplomatically. Its relationship with the US, China,
Japan, Russia, and the rest of the world focuses on the DPRK issue. Other
security challenges, such as nontraditional security threats and global secu-
rity, can hardly be a priority for Korea.

In contrast, for Europe, the importance of traditional military threats had
diminished for more than two decades after the end of the Cold War and
before the crisis in Ukraine in 2014. During that period, Europe considered
the traditional security threats in the regions beyond Europe, such as the
Middle East, and various nontraditional issues, such as cyber-security and
the non-proliferation of nuclear weapons, as major security concerns for
Europe.

For Europe, many global security threats, such as terrorism, cyber-secu-
rity, the refugee crisis, have a strong regional dimension. Since 2014, with
the escalation of military tension with Russia, it has inevitably refocused
on its own territorial defense. It was also necessary to show to a skeptical
European public that the European neighborhoud and regions closer to the
European borders are prioritized by European policy makers as laid down in
the EU’s Global Strategy in 2016.2 However, this Global Strategy also spelt
out clearly that the security of Europe and Asia are intertwined which lead
in 2018 to a specific Communication on Enhancing Security Cooperation
in and with Asia’. Subsequently in 2020, Korea was chosen for the pilot
project with the common concern cybersecurity*.

In this chapter, we explain how the different positions of the EU and
Korea have merged to cooperate in the area of preventive diplomacy and
crisis management. In the subsequent sections, we discuss the European
and Korean perspectives on their bilateral cooperation in turn. Then, finally,
we suggest how their cooperation should proceed.

Europe’s approach to security

In the implementation process of the 2016 EU Global Strategy,® security
and resilience have become main concepts and Asia tops the priority list
beyond the EU’s neighborhood policy. For this there are good economic
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reasons, as the EU is the main trading and investment partner for prac-
tically all Asian countries; in addition and, most importantly, security
considerations play a pivotal role as the security of Asia and Europe is
intertwined. This indivisibility is due to the close economic relationship
and the very global nature of the main threats to security, whether tradi-
tional or nontraditional.

In the analysis of Federica Mogherini, High Representative of the EU for
Foreign Affairs and Security Policy, published 28 May 2018, on the occa-
sion of the adoption of the Council Conclusions “Enhanced EU Security
Cooperation in and with Asia,”® this is caused mainly by two factors: first,
the added value Asian partners see in the EU’s engagement in the region
“stems from, in particular, our experience with cooperative security and
regional approaches to crisis management.” Second, in strengthening its
own capacities in the field of defense, the EU has gained credibility not
“only [as] a reliable trade partner, not only [as] a pillar of multilateralism:
the EU is a security actor in its own right.””

Shortly after these Conclusions in September 2018, “Connecting Europe
and Asia — Building blocks for an EU Strategy,”® was presented by the
European Commission and the European External Action Service (EEAS).
Cutting short on the historic development of the EU’s engagement in Asia,’
it may suffice to quote from the 2016 Scoreboard published annually by the
European Council of Foreign Relations for a succinct summary:

The EU increased its cooperation with South Korea and Japan in
2015, in the context of crisis-management operations. It also agreed to
enhance political dialogue on foreign and security policy at ministerial
level with Japan. In May, the second ASEAN-EU High Level Dialogue
on Maritime Security included exchanges on piracy lessons, maritime
surveillance, and port security, and produced agreements to enhance
dialogue on disaster relief and promote capacity building.

The EU s training to members of the ASEAN Regional Forum on pre-
ventive diplomacy and mediation, launched in 2014, was expanded in
2015. The EU committed to more than double its support for ASEAN s
institutional set-up and community building. The EU conducted dia-
logues on cyber-security with Japan and India, and held the 14th EU—
North Korea political dialogue in Pyongyang in June."

The EU presently runs 17 civilian and military missions around the world,"!
ranging from training armed forces in Mali, advising Ukrainian and Iraqi
authorities on the reform of their civilian security sectors, and fighting
piracy in the Indian Ocean in which Korea participates as well as China
and Japan.
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The situation on the Korean Peninsula has always been on the EU’s radar
screen from its participation since 1997 in the Korean Energy Development
Organisation (KEDO)' to intensifying engagement in tension-prone 2017.
The EU regards denuclearization as

the most pressing matter for EU-Asia security cooperation at this time
... We share an interest to save the Iran nuclear deal and to support de-
nuclearisation talks on the Korean Peninsula. This is why the European
Union is already fully engaged with Asian partners on both of these
pressing issues. China is a signatory of the Joint Comprehensive Plan
of Action, while it is also a key to global efforts to bring about the
complete, verifiable and irreversible de-nuclearisation of the Korean
Peninsula.’

Therefore, the EU not only participates in the international sanctions
regime, but also has its autonomous sanctions and helps in capacity build-
ing for third countries to enable them to implement sanctions. Contacts with
the Republic of Korea, in particular between FM Kang and then HRVP
Mogherini, have been intensified and have included the first invitation of
a Korean Foreign Minister to join EU Foreign Ministers over lunch (19
March 2018). The EU’s policy of critical engagement was reaffirmed in July
2017. In light of mounting tensions,'* various statements calling for a diplo-
matic and peaceful solution to the crisis and supporting Korean leadership
in that process were issued.

At the 2018 United Nations General Assembly, Donald Tusk, in his
capacity as then President of the European Council, praised in his speech
the success of diplomacy: “On the Korean peninsula, a year ago the situa-
tion was critical. Although much depends on the attitude of the Democratic
People’s Republic of Korea (DPRK), we have seen that diplomacy can open
the way to more comprehensive solutions.”!s

In addition, the EU has welcomed efforts by Korean administrations to
build regional regimes to lower tensions and contribute to confidence-build-
ing measures, whether in the form of the 2015 Northeast Asia Peace and
Cooperation Initiative (NAPCI),' or its successor initiative, the Northeast
Asia Plus Community of Responsibility.!”

In this context, building a regional architecture, framework conditions
and networks of and for diplomacy in order to deliver public goods, first
and foremost peace via trust and confidence building is important. We see
such elements in the Panmunjom as well as in the Singapore Declaration.

ASEAN, the regional organization with which the EU is closely cooper-
ating, uses the concept of confidence-building diplomacy to move toward
preventive diplomacy and finally conflict management and resolution.
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In expanding its cooperative structures to include the East Asia Summit
and ASEAN Defence Ministers Plus Meeting, ASEAN strives to supple-
ment the role of the ARF in maintaining the ASEAN-centered system. The
EU is a longstanding dialogue and cooperation partner of ASEAN and is
determined to enhance cooperation,'® including in the developing security
sector.

Another forum with the potential for becoming more active in preventive
diplomacy is the 1976 Treaty of Amity and Cooperation,' which the EU
joined in 2012 (Article 12: “The High Contracting Parties shall have the
determination and good faith to prevent disputes from arising”).

More recently, the EU published the two mentioned policy papers, the
“Enhanced EU Security Cooperation in and with Asia” and the “Building
blocks for an EU Strategy on Connectivity.” Both documents are relevant
for preventive diplomacy and crisis management. Finally, a short outlook is
offered on the Prevention of Conflicts, Rule of Law/Security Sector Reform,
Integrated Approach, Stabilisation and Mediation, PRISM, a comprehen-
sive conflict prevention system, which the EEAS is currently developing
with other stakeholders in order to strengthen its role as a global security
player.

Enhanced security cooperation in and with Asia

The Enhanced Security Cooperation paper the Council summarizes the
main goals of the Global Strategy in reaffirming

that the EU has a fundamental interest in co-operating with partners
worldwide, including in Asia, to safeguard its citizens, defend the fun-
damental values upon which the Union is founded, including the pro-
tection of human rights, uphold the international rules based system,
promote multilateralism, contribute to regional stability, prevent vio-
lent conflicts and secure the Union’s economic interests.

Korea is singled out together with the three other strategic partners in Asia,
China, India, and Japan as candidates to “deepen EU security cooperation,”
not only in Asia but also in Africa and the Middle East, “including the full
implementation of the UN Security Council resolutions, making coopera-
tion a two-way street.”

In the context of the development of regional cooperative orders, con-
flict prevention is cited as one of the key areas for deeper security engage-
ment, together with maritime security, cyber-security, counter terrorism,
hybrid threats, and the proliferation of Chemical Biological Radiological
and Nuclear (CBRN) weapons.
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Taking into account the prevailing situation in Asia, “immediate priori-
ties” for the EU’s security engagement are defined. Particularly important
in the context of the Korean Peninsula is to support regional peace and
stability and complement the ongoing dialogue between other parties; e.g.,
the summitry between the two Koreas, the hopefully unfolding process
between the DPRK and the US built on the Singapore Declaration despite
the Hanoi fiasco, as well as the intensive contacts between the DPRK and
China. With Japan and Russia interested to renew high-level contacts, a
multilateral framework could potentially develop that would be different
from the Six-Party Talks. Based on its own multilateral experience as an
institution, but also on its regional policy, the EU is supportive of such an
approach as it carries a higher sustainability, crisis resistance, and resilience
than bilateral talks when held in parallel.

“Deepen cooperation in the field of conflict prevention and fighting
impunity by working jointly to address root causes, making full use of the
potential of preventive diplomacy and promoting security sector reform” is
another priority. In the Korean context, the EU’s insistence on diplomatic
means in conflict resolution and management, as well as its readiness to
share experience gained in other difficult conflict situations, such as the
defusing of the Iran crisis through facilitating the negotiations that led to
the JCPOA and prevented Iran from going nuclear, the readiness to engage
effectively in verification processes in the context of denuclearization, and
more generally assist when necessary to keep lines of communication open
(as will be necessary in a negotiating process with natural ups and downs) AU: Please
are all possible contributions. check that

As a staunch supporter of the non-proliferation regime, a party vigor- the edit to
ously implementing the international sanctions regime while offering f}I‘is ;emence
know-how and expertise in conflict management, the EU can play a sup- K‘;:efnm,is
portive role when called upon in the right circumstances. acceptable
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meaning has
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enhance cooperation in the field of cyber security in favour of a global, ot change

open, free, stable, and secure cyberspace. Deepen cooperation to inves-
tigate and prosecute cybercrime in line with the Budapest Convention
and work with Asian partners on the application of international law
in cyberspace and the implementation of norms of responsible state
behaviour and on cyber capacity building,

given that cyber-attacks have originated in the region and are of global rel-
evance. Therefore Korea was chosen as a pilot-project partner.

In line with the positive experience of cooperating with Korea in the
context of Operation ATALANTA, the EU encourages “more Asian
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participation in EU CSDP missions and operations and offers European
Security and Defence College (ESDC) training to countries with possible
interest in contributing to EU operations.” The latter aspect has already been
in implementation for some time as mentioned in the context of the ECFR
Scoreboard. This includes developing “targeted capacity building, training
and joint exercises in the field of Chemical, Biological, Radiological and
Nuclear (CBRN) risk mitigation, including through the EU-led regional
Centres of Excellence” — like the one in Manila.

Future development and cooperation plans, once the sanctions regime
is lifted, will have to deal with the security aspects of “climate change,
environmental security, biodiversity degradation, irregular migration and
humanitarian and disaster relief.”

Connecting Europe and Asia — Building blocks for an EU
strategy

A flourishing economy is a prerequisite for development and prosperity and
thereby an essential contribution to security. Economies need infrastruc-
ture in a comprehensive manner. “Connectivity” has become a new central
notion as it “contributes to economic growth and jobs, global competitive-
ness and trade, and people, goods and services to move across and between
Europe and Asia.”?

The policy paper defines sustainable, comprehensive, and international
rules-based connectivity as the principles on which its policy will be built
and therefore foresees the EU’s engagement with Asian partners along three
strands:

First, by contributing to efficient connections and networks between
Europe and Asia through priority transport corridors, digital links and
energy cooperation at the service of people and respective economies.
Second, by establishing partnerships for connectivity based on com-
monly agreed rules and standards enabling a better governance of
flows of goods, people, capital and services. Third, by contributing to
address the sizeable investment gaps through improved mobilisation
of resources, reinforced leveraging of the EU s financial resources and
strengthened international partnerships.?'

The security implications of key sectors of air, sea, and land transport, as
well as energy security and the infrastructure for the digital economy, are
evident. As affordable access to the Internet is an enabler of socioeconomic
development, the promotion of
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a peaceful, secure and open ICT environment, while addressing cyber-
security threats and protecting human rights and freedoms online,
including personal data protection” is at the intersection of the secu-
rity-development domain. Lockdowns, home-office and distant learn-
ing during the COVID-19 crisis confirmed the need for an upgraded
infrastructure and enhanced security. Technological disparities within
societies and between countries accentuate social and developmental
differences, widen gaps and risk social cohesion. They therefore need
to be addressed in the COVID-19 recovery plans. Although put at risk
by the virus crisis, development with the movement of people is a natu-
ral prolongation of the concept as “Connectivity and mobility amongst
students, academics and researchers is key to mutual understanding
and economic growth.??

The policy paper clearly spells out the intersection of Connectivity and
security:

The world depends increasingly on sophisticated data networks and
transfers, energy connections, perfectly timed value chains and the
mobility of people. Managing these flows means finding the right bal-
ance between facilitating them and ensuring their safety and secu-
rity. In an era of hybrid threats and terrorism, ‘flow security’ matters.
Access to trade routes remains dependent on an adequate political and
security environment and is subject to addressing challenges, such as
transnational organised crime and any kind of illicit smuggling and
trafficking, cybersecurity and attacks on transport and energy security.
These challenges cannot be addressed solely through the internal or
external policies of countries or entities. The EU should engage with
partner countries to make transport connectivity with Asia safer and
more secure, in particular in area of cybersecurity.

As the Asia Europe Meeting, ASEM, has developed over the last two dec-
ades from its originally** embryonic security dimension, Connectivity fig-
ured prominently on the agenda of the Summit hosted by the European
Union in Brussels on 18-19 October 2018.% Furthermore, Senior Officials
were tasked to continue work based on the ASEM Path Finder Group
on Connectivity (APGC) Plan for Areas of Focus and Related Actions
on Connectivity.?® Korea, host to the 2000 ASEM summit, is a particu-
larly active ASEM participant, also making use of the process to further
its policy on the Peninsula through its New Northern but also Southern
Policies.”
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Conflict prevention, peace building, and mediation

In line with its goal to “promote peace, its values and the well-being of its peo-
ples” and to “preserve peace, prevent conflicts and strengthen international
security,” conflict prevention is one of the main goals of the EU’s foreign pol-
icy. Therefore, in implementing the Global Strategy, the EU is strengthening
and developing its toolbox. Under the branding of “PRISM,”** Prevention
of conflicts, Rule of Law/Security Sector Reform, Integrated Approach,
Stabilisation, and Mediation, instruments are being developed, which will
allow the EU to fulfil its role as security actor more efficiently. To this end,
the EEAS set up a “Conflict prevention, Peace building and Mediation
Instruments Division” to support geographic services, EU Delegations, EU
Special Representatives, and EEAS senior management charged with taking
decisions in the pursuit of peace, peace mediation, and conflict prevention.

A central aspect of this is an Early Warning System which should help
through up-stream and integrated actions to prevent the emergence, esca-
lation, and spill-over of violent conflicts, and allow efficient action to be
taken before a crisis erupts by addressing the root causes at an early stage.
The main elements are as follows: scanning risks in deteriorating situations,
identifying countries at risk and the possible steps that should be taken to
address the situation (in cooperation with international partners) through
preventive or peace-building actions, monitoring their impact, and leading
to another analytical cycle to sharpen the next possible actions. In an inte-
grated approach, PRISM works with services of the European Commission,
Member States, UN, World Bank, and civil society organizations to develop
whenever possible joint actions based on a joint analysis and understanding
of the situation.

Country cases where this integrated approach has been applied include
Mali (re-establishing and extension of a civilian administration); Central
African Republic and Somalia, in regard to integrated Security Sector
Reform; the EU Strategy for Syria, in the framework of the Geneva process;
and Columbia, where the EU made use of political, technical, and security-
related tools and activities in a mediation process.

Korea’s path of preventive diplomacy and crisis
management

After the end of the Cold War, the ROK has gradually come to regard pre-
ventive diplomacy and crisis management as an area for its contribution to
the international security, as well as a new way to pursue its national secu-
rity. Over the years, it has slowly increased its contributions to international
security.
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The initial and most visible contributions to international security by
the ROK were its participations in overseas missions in order to raise its
national profile. These were conducted as a part of the UN stabilization
operations in East Timor and Cyprus in the late 1990s and as a special unit
contribution to the stabilization of Iraq in 2003. Since 2008, such practices
have grown toward sending its military and technical personnel to stabi-
lization and peacekeeping missions in Haiti, Lebanon, the Gulf of Aden,
Afghanistan, and so on.

Since the ROK had the 12th-largest military expenditure in 2010, using
its military resources for international security was a logical step from a
beneficiary to a contributor in international efforts for peace. Its general, the
perception of taking security in a conventional way helped this tendency. In
order to contribute to the international security efforts more systematically,
in 2009, the ROK passed a legislation authorizing the deployment of up to
1,000 personnel to UN peacekeeping operations (PKO) before the approval
of the National Assembly, along with the establishment of a PKO center and
a 3,000-person standing unit dedicated to overseas deployment.

In addition to the military-oriented ways of contributing to international
security, a paper titled “Global Korea: The National Security Strategy of
the Republic of Korea™? expanded its scope of preventive diplomacy and
crisis management. Published by the Presidential Office in March 2009,
the strategy paper acknowledged new security challenges, such as interna-
tional/transnational crimes, proliferation of weapons of mass destruction,
terrorism, drugs and arms trade, piracy, cyber-crime, trafficking, and money
laundering, including the concepts of human security and “comprehensive
security threat.” Notably, it emphasized the importance of the responsibil-
ity of a state in international affairs. It argued that national interests were
inseparable from peace and prosperity in the wider global world. As one
of the four strategic aims, an advanced security system was established,
comprising not only territorial defense against North Korea but also inter-
national partnerships for the protection of significant sea lanes, the pro-
vision of humanitarian aid and reconstruction, counter-terrorism, and the
non-proliferation of WMD.

Therefore, the Korean view on the traditional and nontraditional security
issues became more balanced and harmonized in the 2000s. It also incor-
porated nontraditional security issues as a part of its security concern in
the process of assuming more responsibilities in international security. In
this process, the ROK came to regard the EU as its security partner along
with other international actors such as the UN and NATO. The practice of
participating in international efforts in the area of nontraditional security led
the country to understand how nontraditional security threats posed threats
to national security. Such experiences induced the ROK to have better
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understanding of the nontraditional security threats and re-examine its own
security situation in a new light. Actual problems of nontraditional threats
such as attacks from pirates, terrorism against its citizens overseas, cyber-
attacks (suspected to originate from North Korea) also caused the country
to take nontraditional security threats as serious national security issues.

By contributing persons and funds to international security activities,
the ROK also started to regard its own security (previously seen mainly as
territorial defense) more in the light of international security. Working in
multilateral peace operations in the troubled parts of the world provided
opportunities to make clearer parallels between the security problems in the
Korean Peninsula and those cases. The peace in the Korean Peninsula started
to be seen not as a pure territorial defense problem dealt by a few regional
actors any longer. Now experiences of peace and stabilization operation,
joint exercise for disaster-relief, information sharing on terrorism, and joint
training for response to cyber-attacks in partnership with actors outside the
region are considered beneficial for Korean national security.

However, one should assess the ROK’s blurring division between
national security and international security and those between traditional
security and nontraditional security with some caveat. From the ROK’s
point of view, the threat of North Korea is still the dominant security con-
cern making territorial defense the most acute security issue. Relatively new
to preventive diplomacy and crisis management, it needs to build ground
to pursue them. They include tactics, financial and human resources, and
public support. The cooperation with the EU in the area is no exception but
wields great potential.

Prospect for EU-Korea cooperation

Given the circumstances explained so far, the mentioned 2014 FPA was a
remarkable stepping stone for EU-ROK bilateral cooperation. As the South
Korean National Assembly passed a ratification bill on the FPA with 246
affirmative votes, 1 dissenting, and 7 abstentions on 3 November 2016,
the cooperation on the crisis management with the EU was not a highly
politically contentious issue in Korean politics. The FPA had significant
symbolic value for both. For the EU, it was the first FPA with an Asian
country. Entering into force on 1 December 2016, the ROK became the
first Asian country to have a full set of institutional bases of cooperation
with the EU along with the Framework Agreement and the ROK—EU Free
Trade Agreement. With these three agreements, the two sides established
the institutional bases for economic, political, and international security
cooperation, which would facilitate the reinforcement of their “strategic
partnership” that commenced in 2010.%°
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With these symbolic values aside, in practice, the ROK—EU FPA poses
a new and unique challenge to explore ways to cooperate. Compared with
the two other agreements between the ROK and the EU, the FPA has
unique characteristics. The 2010 Framework Agreement involves mainly
holding dialogues, which is relatively less demanding for both parties
to implement. The FTA shows clear costs and benefits for both parties,
with visible mutual interests and binding rules to implement. In contrast
to the two agreements, the FPA is to be implemented by a mostly vol-
untary initiative from both parties. Since the agreement pursues “selec-
tive” cooperation, Korea and the EU should find common interests and
develop a practical e approach to implement the agreement®. The rights
and obligations of Korea do not automatically take effect when the agree-
ment enters into force, but only when the EU invites Korea to participate
in its operations and Korea accepts the invitation. Even after the accept-
ance, Korea “may choose to revise its proposed contribution at any time
during the consultation and assessment process” (Article 1.4). Moreover,
Korea may “withdraw, wholly or in part, from participation in an EU crisis
management operation” on its own initiative or at the request of the EU
following consultations between the two sides (Article 1.6). Therefore,
the EU-ROK crisis-management cooperation should meet two conditions.
On the EU side, there should be an EU crisis-management mission/opera-
tion that the EU wants the ROK to contribute to. On the Korean side, the
invited CSDP mission/operation should be beneficial for its own interests
and its capability should meet the requirements to participate the mission/
operation.*?

Therefore, against the background of a changing security environment,
the ROK and the EU have come to operationalize their security cooperation
beyond dialogues. Accepting the reality explained so far, how should one
asses the current form of the ROK—EU security cooperation, especially in
the CSDP? What are challenges for the ROK—EU crisis-management coop-
eration? The next two sections will try to answer these questions.

EU-Korea crisis-management cooperation: The military
dimension

The ROK-EU cooperation in the military aspect of crisis management
hinges on three conditions for the ROK to participate in the EU’s crisis-
management activities on the Korean side: (1) a (preferably clear) con-
nection between the given crisis-management operation/mission and the
ROK’s national interests; (2) the ROK’s knowledge and understanding of
the given EU operation/mission; (3) Korea’s capacity to participate in the
mission/operation.
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The first and so far only action of implementing the FPA met all these
conditions. In March 2017 the Korean warship, Choi Young (a part of
Cheonghae unit), joined EU NAVFOR Somalia — Operation ATALANTA,
the EU’s counter-piracy operation off the coast of Somalia. Before join-
ing the operation, the Korean warships had already conducted a number of
meetings and exercises with the EU NAVAFOR in the Gulf of Aden for a
few years. ROK could join the EU Operation because the Korea Navy had
already contributed its warships to the Combined Maritime Forces based in
Bahrain, under the 12 UN resolutions on strengthening international coop-
eration to counter piracy off the Coast of Somalia (i.e., UN Resolutions
No. 1816, 1838, 1846, 1851, 1897, 1918, 1950, 1976, 2015, 2020, 2036,
and 2077) since March 2009. This was the first overseas deployment of the
ROK navy warships.**

It was natural that the implementation of the FPA started with a counter-
piracy naval operation as both partners had already cooperated in 2011
when the EU had requested personnel and material support from the ROK
for EUCAP Nestor to be launched in July 2012. EUCAP Nestor was a
maritime security and law enforcement mission in the Horn of Africa —
the north eastern part of Africa comprising Djibouti, Kenya, Tanzania,
Seychelles, Somalia, and others — aimed at boosting neighboring coun-
tries’ counter-piracy capacity and regional stability. Immediately after
Korea announced its decision to contribute $ 200 000, the EU officially
proposed a framework agreement to allow Korea’s participation in its
missions and operations thereby expanding ROK—EU cooperation to the
field of crisis management. While the EU had sought cooperation in crisis
management from various partners, the cooperation with ROK was clearly
facilitated by the previous experience in similar operations in the same
area over the years.

Referring back to the three mentoned conditions, from the ROK point of
view, countering piracy in the Gulf of Aden is essential to secure its eco-
nomic interests. Korea is one of the major shipping nations, and approxi-
mately 25~30% of its shipment passes through the shore region of Somalia.
Currently, Korea’s degree of dependence on foreign trade is approximately
68% of GDP; it was even higher in the early 2010s. Therefore, maritime
security in the Gulf of Aden is crucial for Korean economic interests. The
Korean navy does not only promote anti-piracy in the interest of global
security but also protects its own ships and people in the region.

On the second condition for the ROK’s participation in EU crisis-man-
agement activities, the experience of working as a part of the Combined
Maritime Forces and the Contact Group on Piracy off the Coast of Somalia
helped the ROK understand the EU operation in the region as well as
the value of European partners. The ROK became familiar with the EU
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Operation ATALANTA and the EU witnessed the capability of the ROK
navy in the region. The common interest allowed a smooth conclusion of
the agreement which had the additional advantage for ROK to diversify
partners in shifting partners from the CMF to the EU.

On the third condition, i.e., the existence of capacity, the ROK navy was
ready to join in the EU operation with a proven capability because of con-
ducting similar operations in the region as with the EU ATALANTA. It was
also an efficient way to implement the FPA quickly.

Is there a perspective to diversify or enlarge future cooperation between
the EU and ROK in the area of military crisis management?

Considering the features of the current cooperation on anti-piracy , it
may not be easy to find in the near future an EU military operation better
suitable for the ROK than the current Operation ATALANTA among the
current CSDP military operations/missions. This is partly because it is
rare to find such a clear match of national economic interests in interna-
tional security activities. Normally the ROK regards enhancing its inter-
national status and strengthening its military capability as the main aims
of its military contributions to international security.>* The anti-piracy
cooperation is a unique case because the ROK found additional benefit to
these two aims. It is crucial to continue the current ROK—EU anti-piracy
cooperation even though the threat of piracy in the region has diminished.
The threat of piracy still persists and the ROK will continue to depend
on international trade and shipment. The ROK can use the experience
of its naval cooperation with the EU in order to strengthen its own naval
capabilities.

There are some caveats to take into account when the EU and the ROK
examine a new military crisis-management activity. To begin with, the
immediate availability of Korean military forces for the EU crisis-manage-
ment operation is limited as it is necessary for the ROK to focus on its
military resources into ground forces deployable in the Korean Peninsula.
Also, as in most of the EU member states, overseas military deployment
is almost always controversial in domestic politics, whatever the reason
for the deployment is. Like many countries, in most cases the approval of
the Korean legislature (i.e., the Korean National Assembly) is required for
sending troops abroad.

Therefore, finding and explaining tangible benefits for participating in
the EU crisis-management activities is essential to persuade the domestic
audience. In this context it needs to be stressed that global engagement is of
particular strategic and security relevance for the ROK, as it needs in turn
the engagement of the international community in finding and eventually
implementing a sustainable peace regime on the Korean Peninsula. Thus,
international engagement meets the Korean national interest.
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EU-Korea crisis-management cooperation: The civilian
aspects

At the time of writing, the ROK has not participated in any CSDP civilian
mission yet. This section examines the experience of ROK in crisis-man-
agement activities in the civilian aspect and discusses possibilities of the
ROK-EU cooperation in the area.

The most notable crisis-management activity of the ROK in the civilian
aspect is the police training conducted in the context of the Korean PRT
(Provincial Reconstruction Team) in Parwan in Afghanistan. The PRT oper-
ated from July 2010 to June 2014 a part of ISAF. Its mission included i.a.
capacity building in governance, health and medical assistance, education,
rural development. Forty Korean policy personnel were sent as part of the
PRT in order to maintain the security of the PRT, as well as to train the
Afghan police. It was the biggest team of Korean police personnel ever sent
abroad. Before the PRT, the ROK had normally sent abroad only four to five
police personnel as a team.

Another crisis-management activity of the ROK is election monitoring.
From 1992 onward, the ROK sent election monitoring personnel as a part
of the UN activities to Cambodia, South Africa, Mozambique, Algeria, and
East Timor. Upon the request of the an election-monitoring team went to
Bosnia and Herzegovina.

The ROK also conducted civilian crisis-management activities as a part
of its development efforts. In the category of “Governance” in its budgets
for foreign development aid, the ROK contributes to training civil serv-
ants, justice, policy, and other kinds of security-related personnel. It mainly
provides financial assistance to capacity building for institution building
and inviting people for training programs in Korea. Unlike the EU’s CSDP
civilian missions, it is rare for the ROK to send its experts to those regions
to train people. Usually people from abroad are invited to Korea to conduct
training in the relevant Korean institutions.

Therefore, for the ROK to participate in the EU civilian missions, it
is crucial to develop human resources to send abroad as a part of them.
Currently, the training in Korea focuses on introducing the Korean practice
to foreigners for a short period. Sending trainers abroad for a longer period
may require further preparations for those trainers on foreign languages and
the local knowledge, as well as financial support for deployment.

Nonetheless, the ROK’s participate in the EU civilian missions can be
beneficial both for the ROK and the EU. Developing resources for the par-
ticipation in the EU civilian missions itself can improve the capability of the
ROK in this field. For instance, the ROK can conduct exchanges and build
up networks with the numerous training institutions on crisis management
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in the EU member states. As civilian missions are relatively on a smaller
scale than military operations, if they participate, a third country may also
contribute a small number of personnel, usually fewer than five persons. By
sending even one or two experts, the ROK can learn about the EU civilian
missions and find a way to apply the experience to its own civilian crisis-
management activities.

Prospects for future cooperation
European perspective

For the European Union, preventive diplomacy and crisis management
is an almost natural element of European security building. Confidence-
building measures to increase security played an important role in Europe
after WWII: measures were taken to avoid misconceptions and ensuing ten-
sions, despite a lack of confidence. They covered, e.g., the announcement of
military maneuvers and larger movement of troops and military equipment;
establishment of lines of communication (red telephones); scaling down of
propaganda and allowing a stage-by-stage increase of personal contacts.
Furthermore, non-political subjects like culture and sports were important
bridging tools. An important feature of the Helsinki process was its prime
aim to avoid the change of borders by the use of force, while it was clear
that cooperation did not imply any recognition of the status quo, whether in
terms of policies or human rights.

Many of these features are relevant in the present situation on the Korean
Peninsula. Some of them have already begun to be implemented, such as
the re-establishment of (emergency) communication lines for the military or
the opening of a joint 24/7 liaison office in Kaesong, although it was unliter-
ally destroyed by North Korea as an expression of frustration of stalled talks
in 2020. The present conflict on the sequencing of measures, denucleariza-
tion first or peace regime first (Mikado Syndrome) is a classical symptom
of lack of trust and bears the risk of unravelling the process as the history of
the talks amply demonstrates.

Thus, the EU engages in Conflict Prevention and Crisis Management
because of its own history: “as the European Union, we have realised, after
centuries of conflicts that ripped our continent apart, that cooperation is
essential for peace, and that peace brings prosperity.” However, the EU
puts its activities strongly in the context of defending the multilateral and
cooperative approach to international politics. The danger is that “in today’s
world, too often unilateral instincts prevail over the search for common
ground. Too many players seek confrontation to achieve their short-term
goals, instead of building sustainable solutions through mediation.”
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Therefore, “those who believe in a multilateral global order have an
interest and a duty to join forces. Europe and Asia, together, can be the
engine of a more cooperative approach to world politics.”* The con-
clusion of two important agreements with Japan at the 25th summit in
Tokyo,* an Economic Partnership Agreement and a Strategic Partnership
Agreement, help to stabilise the support for a rules-based international
system in general and the trading system in particular, both of which in
turn contribute to security.

The dynamics in North East Asia and on the Korean Peninsula in par-
ticular can also bring new dynamics in the security cooperation between
the EU and Korea. The 2016 FPA provides the framework that could be
developed beyond the cooperation of ATALANTA. In sending for the first
time a special envoy to the EU after his inauguration in 2017, President
Moon Jae-in signaled his interest in diversifying Korea’s foreign policy
beyond its traditional realm. Updating the ten years’ old successful Free
Trade Agreement between the EU and Korea would not only bring it in line
with the more modern and comprehensive agreements the EU has since
concluded with Canada, Singapore, Japan and MERCOSUR, but also send
a signal in support of multilateralism and against unilateral protectionist
policies. While this might be a challenge in times of geopolitics and geo-
economics, it would meet the EU and Korea’s common interests ibased
on shared values including the maintenance of the rules-based multilateral
trade system under the auspices of the WTO.

The EU pursues a comprehensive approach to security, including all
new forms and challenges, in particular Connectivity, beyond but not
excluding hard security. In drawing on its strength, it presents a com-
plement for policy makers in Asia where trust and not hardware is in
short supply. Having managed a permanent conflict situation in the Cold
War and transition away from tensions after 1989 there is a stock of
experience in conflict management, resolution, and prevention which
has already been made to work in Asia®’ in various cases like Aceh,
Mindanao, and Nepal.

The rather quick implementation of the 2018 policy of Enhancing secu-
rity cooperation in and with Asia in terms of cybersecurity was encour-
aging. The bilateral cyber consultations in October 2020 covered the
key topics: (1) Building Resilient Critical Infrastructures in Crisis; (2)
Building Trust to Prevent Cyber Conflict Escalation; (3) Managing the
Geopolitics of 5G; and (4) Combatting Cybercrime, in form of a track
1,5 seminar. This is in implementing the Enhanced Security Policy in and
with Asia reflecting mutual security interests*®. This is at the same time
a welcome concrete step to mark the 10th anniversary of the EU-Korea
Strategic Partnership.®
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Korean perspective

In contrast to the comprehensive European experiences with various part-
ners explained above, for ROK the crisis-management cooperation with
the EU presented a new experience for the ROK in terms of scope and
partner. The Korean government, which used to have no experience in EU
operations, had to set a direction for future ROK—EU cooperation in the
field of crisis management; with the successful cooperation in the EU’s
ATALANTA, which had a lot of advantages as the first case of coopera-
tion, it should find a further direction by taking into account the three
points below.

Firstly, to enable deepercooperation, the EU needs to understand Korea’s
geopolitical interests and capabilities, and Korea should have a grasp of the
future direction of EU operations®. Brexit presents challenges and opportu-
nities for the EU crisis management and its cooperation with third countries.
Besides the ongoing anti-piracy operation in Somalia, Korea and the EU
need to build a common strategic vision with regard to disaster relief, con-
flict preventionin regions of common interest. The ROK participation in EU
crisis-management operations will build networks with the EU as a whole
and its 27 Member States, as well as non-members like the UK, Norway,
Turkey, Canada, and Switzerland.

Although not yet participating in EU civilian crisis management activi-
ties so far, Korea can improve its capabilities by building people-to-people
networks with the relevant training organizations in Europe. This will help
Korea expand its scope of crisis management activities, which have been
largely oriented toward military aspects.

Secondly, even though EU operations have been so far concentrated in
its neighboring regions, its growing interests in the Indo-Pacific raises the
possibility to engage in locations near Korea in the future,. If this happens,
Korea is likely to be invited by the EU because the EU has emphasized
the importance of participation of countries in the concerned region. Such
cooperation will serve to solidify Korea’s position in the wider context of
Asia—Europe relationship. Therefore, e crisis management cooperation has
a strong geopolitical and strategic element including methods of “normative
diplomacy”. It also allows the ROK to diversify its security policy.

Thirdly, currently, apart from the EU, Korea is collaborating with vari-
ous international organizations for crisis management, including the UN,
NATO, OSCE as one of NATO’s eight “Partners across the Globe” and one
of OSCE’s five “Asian Partners for Cooperation.’

In pursuing its intention to strengthen security cooperation with the
EU, the ROK could use this occasion to take stock of its present poli-
cies, further develop them in its policies in terms of content (military and
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civilian), scope and partners thereby giving its security policy a more
strategic approach combining its national, regional and global interests.
With expanding its range of participation in crisis-management opera-
tions in those organizations, it would be desirable to develop a more
systematic approach to the nature of its crisis management activities as
a whole.
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